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Excusatio non petita, accusatio manifesta 


This is not a scientific work. 

Although I make frequent use of data, citations, metrics, and statistics, the analysis performed is the 
result, and perhaps nothing else could be, of my cultural and ideological biases. My natural reluctance 
to express personal opinions stems from the fact that I have spent too much time recounting scientific 


data, investigating and solving computer problems. 


I have always thought that good argumentation is a potentially double-edged sword and that only 


numbers can restore order where there is no order. 


But my journalistic past has taught me one thing: the myth of unbiased information absolutely has to be 
scaled down. Every time we look at reality, or every time we report on it, we do so with our own eyes, 


with our own fears, our own doubts, our own hopes. And this book is no different. 


I have a confession to make: yes, I too am affected by cognitive bias. And yes, I too when I analyze 
the world around me do so with my own eyes and not with the eyes of a hypothetical and unbiased 
algorithm. So it is highly likely that I have used some "cherry picking" in selecting sources and 
analyzing data, but I am a partisan and I hate the indifferent, as Gramsci would have said. And as a 
partisan I take sides, I take sides for a worldview that is free, independent, and divorced from external 


controls and shackles. 


My eyes are important. 
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Introduction 


The guy writing is me, jolek78, one of the many not-anymore kids who, out of desire, curiosity or 
desperation have run away from Italy. My life basically can be summed up in a few words: as a kid I 


played with Legos, as a teenager with electric circuits, getting older I started playing with computers. 


I have been battling depression for as long as I can remember, and certainly this period of lockdown 
(with many thanks to zoonosis) has not helped. But something has happened: silence, isolation from 


the world around me, and loneliness have forced me to reflect on many things. 


I have been working in the world of Information Technology for more than 6 years now but my 
passion, the real one, is to be found in journalism, especially scientific journalism. I founded, many 
years ago, with a group of friends, a site that became the Italian portal for astronomy (for those who 
still remember it, it was called Astrofili.org). And then, a few years later, thanks to a series of events 
that I prefer not to explore here, I embarked on a project that I carried on for 5 years. It was a science 
podcast, it was called Photon Hunt, and there, to my cost, I learned the importance of communication 


and the role that good journalism can play on an attentive audience. 


That is why I am writing this book. 

Because my reflections, what I have learned, what I have experienced and studied over these years, I 
hope they can be useful to someone, if only to provide some small insights. The times we live in are 

not easy and the problems we will face can only be solved with the help of everyone. This is simply 


my tiny piece of code. 
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Chapter 0 - The cyber partisan 


Prologue 

Once upon a time there was Caitlin Decter, a blind girl who, thanks to a technological tool called an 
eyePod, was able to "see" the Word Wide Web and communicate with Webmind, a profound entity 
living inside it. When I read this story in Robert J. Sawyer's WWW trilogy) it was love at first sight. 
Somehow it seemed to touch on some of the key points that had "kept me alive" - pass me the 
expression - until then. In an interview the author stated that his writing began because of an article 
published in New Scientist which stated that "the word wide web, as a whole, had the same number of 


synapses as a human brain." Fascinating idea, and frightening at the same time. 

The relationship between Caitlin Decter and Webmind told me one thing: the Web could be not only a 
super-intelligent individual, but also a thinking and empathic individual to be protected. A new version 
of the Robbie of Asimov's tales in which one wonders since when one can treat a robot on the same 


level as a human being. 


Save the Internet soldier 
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Chapter 1 - One morning I woke up 


Those who (don't) want to be individualists 

What is now called "citizen science" was born out of a small dream: the search for extraterrestrial 
intelligence. The SETI project, an acronym for "Search for Extra-Terrestrial Intelligence," is known to 
the public to be the kind of astronomical research that scans the radio-band sky, analyzes data and tries 
to detect whether, in the darkness of the cosmos, some distant extraterrestrial civilization is trying to 
communicate with us. This work he does by using the downtime of radio antennas scattered around the 
world. A number of radio astronomy pioneers wondered how to increase computing power: they 
needed to distribute software, installable by users on their personal computers, that would allow them 
to process a few data at a time but in a rapid time. That package was called "Seti@Home" and its job 
was to download the data, analyze it with the FFT - fast Furier transform - and return it back to the 
Arecibo radio astronomy center. The response was immediate: nearly two million enthusiasts 


downloaded the program worldwide and it was literally a planetary success.(*1) 


Similarly, in 2006 Dr. Ilaria Capua, who was working on the HSNI virus-the better-known avian flu- 
made a historic decision: she decided to publish the entire gene sequence she possessed on an "open 
access" database called GenBank. This decision, made in controversy with much of academia, proved 
providential. By making the data public, he was participating in an extreme act of trust with the 
scientific community. Here, too, the response was immediate: almost a year later the medical company 
Sanofi Pasteur produced the first vaccine against avian flu, and we could begin to combat a flu that, in 


living memory, had never had such a high mortality rate.(+)) 
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These are just two small but important examples that tell us something fundamental: individualism, the 
mantra of our times, is detrimental to all of humanity. Collaboration among free and independent 
human beings is capable of accelerating development and leading to progress. Putting up a blockade- 
be it social, political or economic-is inconvenient for everyone, slows the spread of ideas and prevents 


their rapid evolution. 


Let's sit at the head of the table 
In the 2019 book "Talking to my Daughter"2) , Yanis Yarufakis - Greek economist and former 


finance minister in the Siriza government - explains: 


"In this period of history, we are in the midst of a process of mechanization and automation, 
digitization and artificial intelligence. Unfortunately, however, this process will take us in the opposite 
direction of a solution, as its premise is not to reconcile humans with machines but to replace the 


former with the latter." 


Yarufakis' experience is quite significant, considering that politically he touches on the post-2008 
crisis and academically he is an expert in "game theory," a discipline through which the evolution of 
complex systems such as economics is studied. But how does economics intersect with the 
technological processes we are experiencing? We have to jump back in time at this point, and go to 
1998 when Larry Page and Sergey Brin, just two years after the release of the Netscape web 
browser(+4) , founded a company that would shortly thereafter become a global colossus. It was called 
Google, it was a search engine, and it incorporated within it a simple idea: assign a value to each 
website depending on the number of links it was called from. This famous algorithm was called 
"page-rank" and Google became, in the almost chaotic desert of those years (Yahoo - Altavista etc...), 
the most widely used web search engine in the world. Founded, however, by two geeks who refused, 
with all their might, to introduce advertisements, Google was in danger of quickly becoming a 


magnificent idea that would die within a few yearss) . 


At the appearance of cookies-small objects that tracked a user's browsing on every website-so Google 
had the idea: to start developing a kind of Al-artificial intelligence-that would create a personal, private 
experience-what we now call a filter-bubble-that could be sold on the advertiser market(x4) . In the first 


phase, Google users would not see ads 
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advertisements but would have a search experience "customized" to their needs. Later, when discrete, 
identifiable ads arrived with user metadata already in the databases, Google could begin to target 
"shopping recommendations" to those potentially interested. As we can read in the monumental book 


"The Age of Surveillance Capitalism") written by sociologist and philosopher Shoshana Zuboff: 


"When a capitalist hires workers, he integrates them into production and provides a wage. But not 
here, where workers are not paid for their labor, and are not integrated into production. [...] We often 
hear that users are the product. This is not accurate. The product of surveillance capitalism is to 


predict our actions." 


He adds: 


"Users are used as objects in a non-market, so as to develop Google's mission, which is to consistently 


classify the information available on the Web, and make it accessible and useful to everyone." 


That's how it all began: a simple method created in order to survive in the marketplace, and to keep 
one idea, objectively better than others, from disappearing into the search engine universe. It was in 
2001, in the aftermath of the 9/11 attacks, that metadata literally became digital gold for governments 
around the world. Owning them became a national priority, to be achieved at all costs, including 
privacy. Since then, as we sought to protect international security, we slowly began to lose personal 


security, turning the "state of exception" into the "state of normalcy." 
Homebrew Computer Club and Goedel 
In 1975, in the pages of the Homebrew Computer Club newsletter, there appeared a letter written by 


Bill Gates(+6), which went something like this: 


"As most hobbvists know, many of you have stolen my software. It matters little to you ifthose who 


wrote the code did not receive compensation for their work. Is this in your opinion fair?" 
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In the 1970s computing, as we know it today, was literally exploding. Before long it would go from 
valve amplifiers to transistors(+7) and computers, big enough to fill entire rooms, would shrink to the 
point of becoming "personal." But in those days there was also a war of ideas going on. In this battle, 
which ran on the edge of keyboards, two factions were fighting: the first fought for freedom of 
programming, open source code and the sharing of ideas(+g) , while the second advocated the need to 
protect computer work, supported proprietary software, and thus discouraged piracy and source 


sharing. 


The historic event that sparked the diatribe was the sale by MITS - Micro Instrumentation and Telemetry 
Systems - of a new technological jewel based on Intel processors. This first personal computer, called 
the Altair-8800, was sold equipped with an interpreter, the Altair-BASIC +9) , created by a fledgling 
company founded by a hitherto unknown young man: the company was called Micro- Soft&*10) and the 
young man was a certain Bill Gates. During the presentation of the project, a small - and historic 

- group of computer enthusiasts, the Homebrew Computer Club, showed up in Palo Alto to attend the 
event. It was here that Steve Dompier, one of the club members, purloined a copy of BASIC making it 


available to other members. 


But there is more. The two memory cards that came with the computer were not the best on the market, 
were defective and had design problems. So it was that Robert Mash, another Club member, worked on 
the sources and produced new and improved 4k memories that were compatible with the Altair and 
BASIC. Before long, many enthusiasts began to buy the Altair-8800 from MITS along with compatible 
memory cards. As for the BASIC, well for that one could always get an off-the-shelf copy from 


someone.... 


Piracy had its effects: within two years BASIC became the most popular interpreter for machines with 
Intel processors, and a porting of it, developed by another fledgling company-Apple-began to run on 
the celebrated Apple II personal computer;+11) . Kurt Gòdel would have said, "If an axiomatic system 
can prove its own consistency, then it must be inconsistent."(+12) . The axiom of "I produce software, I 


must get paid" was thus slowly collapsing in on itself. 
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Just for Fun 

While the battle between "hobbyists" and "professionals" was developing in the United States, on 
another continent a young Finnish boy, Linus Benedict Torvalds9 , received his first computer as a 
gift. 

It was A Commodore Vic20+13) - one of the first "popular" personal computers - and it was love at first 
sight. The boy, inexperienced and clumsy, - as we all are at that age - became so fond of that strange 
devilry that he decided to learn his first programming language. It was BASIC, the subject of the 
diatribe that was occupying the chronicles overseas. The young man decided to turn that passion into a 
profession and began studying computer science at the University of Helsinki. He decided to specialize 
in operating systems, turning his attention to a BSD-licensed microkernel called MINIX +14) . In his 
experiments, however, Torvalds found almost immediately that he was not completely satisfied with it 
and so, just for fun, as he had himself said, he began to develop a new monolithic kernel based on the 
lines of code he had been able to read in the MINIX sources. His system was still being tested when, in 
1991, he decided to overcome that natural timidity that had plagued him for some time. He thus 


addressed an e-mail +15) to the newsgroup comp.os.minix: 


"Hello to all users of MINIX. I am developing an operating system for AT-386 machines as a hobby. 
My system bears some similarities to MINIX--particularly the file system for practical reasons [...] I 
am currently working on putting in both the bash interpreter and the gcc compiler, and so I believe 


the operating system will be ready within a few months." 


In a very short time that operating system "for hackers made by hackers" gained popularity, and 
numerous contributors joined the project. Git, a structured system for keeping software updates "on the 
bubble," was born, and slowly new applications were added until the entire package developed by the 
Free Software Foundation was included. It changed the license for use to GPL - Gnu Public License -, 
the system went from being a simple terminal emulator to a real kernel, and began to implement the 
Xwindow system to integrate a graphical user interface. Three years later, after much work, the first 
stable version had arrived, and Linus Torvalds, in a packed lecture hall, presented it at the University of 


Helsinki where he was a student. The boy had grown up. And Linux(+16) had been born. 


Hacker is the one who hacks 


In the Open Source universe there are two figures who, more than others, shine like cardinal points. 
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The first is that of Richard Stallman? , founder in 1985 of the Free Software Foundation+17) , which 
literally provided the software architecture for the most widely used operating system in the world 
today. The foundations underlying the FSF are simple and almost elementary: there must be freedom to 
write software, freedom to read how it was made, and freedom to redistribute it modified. Indeed, in the 
popular GPL license-now in its third version-it is made clear how code can be modified and distributed 
in the form of new software but only and only by attributing the source. This principle is known as 
copyleft and allows the programmer to see his or her work recognized, but without disrupting the 


development of the software itself by others. 


The second is that of Eric S. Raymond--better known as ESR, programmer, computer evangelist, and 
founder of the open source initiative (OSI)(+1g) --who helped spread the hacker movement to an 
audience of non-specialists. The jargon file(+19) , which he wrote, has simply become a piece of 
computing history. In his "The Cathedral and the Bazaar," Raymond describes a few basic things. 
The first: hacking is a mental approach. One is not a hacker because one knows how to program in 
Perl, Lisp, C or Python. You are a hacker if you recognize that the world is full of extraordinary 
problems waiting to be solved. The second: hacker is a community. On the assumption that no hacker 
should solve problems twice, there is a moral obligation to spread the solutions-assuming there are 
any-as best as possible. The goal: to make the world a place with fewer unsolved problems. Third, and 
perhaps most important: the attitude of being a hacker is not a substitute for competence, which is why 


constant and assiduous learning is encouraged. 


In a world so complex, full of problems and hungry for solutions, the informal bazaar graphically 
depicted by the open source community contrasted with the cathedral depicted by the big IT monopolies 
that acted only out of economic interests and not out of pure and genuine curiosity. According to the 


famous "Linus's Law" (+20) - named after Linus Torvalds -: 


"given a large enough sample of programmers, all the problems provided will be analyzed quickly and 


therefore the solution will be obvious to at least some of them" 


Hacker culture is a libertarian, almost anarchic dare I say, culture that, over the years, has developed a 


pragmatic approach to problems. This is what open source is in essence: a model 
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collaborative, which integrates within it the need to survive in a capitalist world and, at the same time, 
to work together for a common purpose. From here to the idea that the Internet, the Gnu/Linux 
operating system, open source and free-as-a-beer software(x,1) ,Were suitable to integrate into the 


never-ending dream of having a better society, the step was absolutely short. 


Indymedia 

The World Trade Organization (WTO) was born in 1995 as a kind of follow-up and "improvement" to 
what was the General Agreement on Tariffs and Trade (GATT). It was born with the specific intent to 
facilitate international trade in goods, to stimulate trade, to reduce trade tariffs as much as possible, and 
to stimulate multilateral agreements. In this complicated game of parties, where money and goods 
move from one place to another and large countries and/or multinational corporations make deals, not 
everyone was treated equally. In particular, so-called Third World countries were kept out of the game. 
One of the many things that caused outcry was the so-called "green room," an internal WTO body 
where only a few nations-the richest ones, ca va sans dire-were making the most important decisions. 
When all this was happening, a movement born from below, spontaneous and organized through the 
Internet, began to pour into the streets with the specific purpose of representing a silent critical mass 
that, for years, had been subjected to the economic and social decisions of large multinational 


corporations, the richest countries in the world and the organizations created to protect them. 


So in November 1999, during the last convention of the millennium, that movement demonstrated 
along the streets of Seattle +2,) to protest and prevent the WTO meeting from taking place. It was the 
event in which there was the first appearance of what has since come to be known as the "black bloc"- 
the black blocks-that is, organized thugs who saw the protest as a time to destroy what they saw as "the 
symbols of capitalism": banks, fast food outlets, offices of multinational corporations and beyond. The 
protest and repression were fierce: rubber bullets and tear gas were fired at the protesters, and many of 
the protesters-even and especially pacifists-were badly beaten. It was the baptism of fire of the 


movement. The event was later remembered by the media as "the Battle of Seattle." 


The Genoa G8 +23) in July 2001, the events at Diaz, Bolzaneto and the death of Carlo Giuliani were only 


the escalation of that first and disjointed repression. 
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And open publishing 

During that huge disaster, however, a miracle had occurred. A small software package, distributed 
through the Internet, had enabled millions of people to participate and demonstrate in the streets. The 
movement behind it all was called Indymedia +4) and its Australian section had created the so-called 
"active software" +25) , a block based on the LAMP (Linux Apache Mysql Php) platform that, based on 
a unique three-column template, allowed an identical website to be reproduced anywhere in the world. 
This platform was later modified by the various Indymedia "nodes" scattered around the world-some 
replaced, for example, the Mysql database with Postgresql-and quickly became the first example of a 
"decentralized" social network. This gave rise to "media centers," organized groups of activists who 
kept the software up-to-date by disseminating, through the news feed, news not relayed by the 
mainstream media. Through IRC chats, people were coordinating and organizing new protest events. 
Web radios composed of young journalists were being born. 

Experiences such as RadioGAP, coordinations that united new media under one hat, were born. 

And, through this experience, something even more fascinating happened: open publishing was 


born(+26) . 


It was Matthew Arnison, one of the programmers who had worked on drafting "active software," who 
called it that in June 2001. The principles behind this idea were simple. As with free software, if one 
spoke of freedom of ideas, the other spoke of freedom of code, but both were a response to the 


privatization of information carried out by international monopolies. Quoting Arnison himself: 


"The product is freely available and the production process is free and transparent. If someone doesn't 
like it, they can take it, modify it and redistribute it. The only thing that cannot be modified is its 
freedom." 


That movement was changing the world. And someone was beginning to notice. 
For a Fistful of MP3s 
There was a time, many years ago, that music was listened to only through physical media. First it 


was vinyls, then minidisks, then audiocassettes, then CDs. But the media take up space, get damaged, 


and do not 
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can transport nimbly. Until the 1990s, one could (and did) convert an audio track into a digital file, but 
it was a resource-intensive process and the final file took up a lot of disk space. The story goes that, 
working on decoding a song by Suzanne Vega, an international team coordinated by engineer 
Leonardo Chiariglione(+37) , succeeded in creating the mpeg compression algorithm. The new mp3 
music format - mpeg layer III - had one advantage over others: it was extremely compact, and in 
compression what remained in the final file were only the acoustic frequencies audible to the human 
ear(+2g) . With the availability of music files ripped from audio CDs, audio piracy became widespread 
ina still-developing Internet, and websites sprang up in a short time that made it possible to download 
entire albums for artists of all kinds. 

It was the time of 24/56k(+9) connections, there were forums and newsletters, and that idea of the 
Internet as "no man's land" was slowly emerging. The dotcom scandal would come only a few years 


later. 


In that innovative cultural humus, two friends, Sean Parker and Shawn Fanning, created a little 
software that would revolutionize the entire music industry. It was called Napster;+30) , was a P2P file- 
sharing program and had a way of working that would later show its vulnerabilities. It basically 
allowed users to search for mp3 files contained on the machines of other users of the network. In this 
system, Napster acted only as an indexer of resources, while the users' local computers acted as 
physical repositories. The system unfortunately had a flaw: when the music industry began to realize 
the damage it had received, it was enough to knock down the central server to fix the problem. It was 
only with Gnutella and especially BitTorrent, two improved P2P systems, that the process could no 


longer be broken. 


BitTorrent in particular, in addition to the absence of a central node, had introduced an interesting 
novelty: users had themselves become nodes in the network and, through the system of "segmented file 
tranfer," pieces of files could be downloaded from different nodes at the same time, thus greatly 
speeding up the total download speed. In addition, the protocol used a cryptographic algorithm that 
made it virtually impossible to trace who was sharing the file. This was essentially why the only thing 
that, legally, could be done was to shut down sites like PirateBay +31) that indexed resources. But shut 
down one index gave birth to another and another. And besides, BitTorrent was just a file exchange 


protocol, not a business that could be shut down. 
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In the realization of a free and independent Internet, therefore, another key piece had to be added: 


decentralization. 


The Creative Commons 

It had been just 30 years since the definition of the TCP/IP protocol that had made it possible for 
computers within a network to identify and communicate, and just 10 years since the web was defined 
as a place where content could be shared through the HyperText Transfer Protocol (HTTP). The 
"information superhighway"(+32) was just behind us and new ground was being broken where the 
Internet would be the platform of the future. In a universe like cyberpunk, where technology was re- 
defining rules and erasing geographic boundaries, an idea was needed, something new that would 
demarcate what and how, like software, it was appropriate to share or not. As protests erupted on the 
streets and Naomi Klein's "No Logo" circulated in teenage backpacks, an entity was about to be 


born in this new virtual universe that we would have a hard time forgetting. 


It was January 2001 and a U.S. jurist named Lawrence Lessing founded the nonprofit organization 
Creative Commons+33) . The idea behind the organization was simple but ambitious: the redefinition of 
the concept of copyright. It was necessary to create a new standard of rules in a world where, virtually, 
rules had become absent. A few years later, in December 2002, CC released the 6 licenses that 


changed the course of history: 


Attribution // cc by 
This license allows the original work to be used, modified and distributed, even for commercial 


purposes, as long as the source is cited. 


Attribution Share Alike // cc by-sa 
This license allows the original work to be used, modified and distributed, even for commercial 
purposes, as long as the source is cited. The only difference with "cc by" is that the new work must equip 


itself with the same license as the original. 


Attribution No-Commercial // cc by-nc 


This license allows you to use, modify and distribute the original work as long as you citethe 


25 


source. The only difference with "cc by" is that the new work cannot be used for commercial purposes. 


Attribution No-Derivatives // cc by-nd 
This license allows the original work to be used and distributed, even for commercial purposes, as 
long as the source is cited. The only difference with "cc by" is that the new work cannot have 


changes from the original version. 


Attribution No-Derivatives No-Commercial // cc by-nc-nd 
This license allows the original work to be used and distributed as long as the source is cited. The only 


difference with "cc by-nd" is that the new work cannot be used for commercial purposes. 


Attribution No-Commercial Share-Alike // cc by-nc-sa 
This license allows the original work to be used, modified and distributed as long as the source is 
cited. The only difference with "cc by-nc" is that the new work must equip itself with the same license 


as the original. 


These licenses provided what we now call "content creators" with an important tool for deciding 
whether or not to disseminate, whether or not to allow modification, whether or not to share, a work of 
which they were the authors. That phenomenon that we would call "web 2.0" had appeared, from the 
RDF standard its illegitimate child RSS&34) was about to be born, and content sharing was literally 
about to explode. And, from history, came another little gift. In January 2001, virtually simultaneously 
with the birth of Creative Commons, a U.S. entrepreneur named Jimmy Wales devised an open editable 
platform for his members to create an online encyclopedia "of sorts." We are talking, of course, about 
Wikipediax35) and, from its earliest releases, it began to use, at its core, an open source platform called 
MediaWiki. Wikipedia is currently edited in 313 languages, has more than 55 million published entries, 


and is literally one of the most popular sites in the world. 


A few months would pass and, in issue #36 of Amazing Spider-Man+36) , the friendly neighborhood 
spider would stand out among the ruins of New York City skyscrapers while Doctor Doom, in the 
ninth panel, shed his tears over the victims of the bombings. In Straczynski's texts and John Romita 


Jr.'s drawings. 
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will visually represent all the anguish of those who could have done and had not done, those who 
could have seen and had not seen. A tragedy that would redefine the world. September 11, 2001 had 


arrived(+37) . 
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Chapter 2 - And I found the invader 


My little goat 

"The White House chief of staff entered the courtroom and told Bush 'the nation has been attacked.' 
Not knowing what to do, as there was no one to suggest what to do, and as the Secret Service men 
were not picking him up by weight to transfer him to a safe place, Bush did not flinch, and continued 
reading 'my little goat' along with the children." 


This is how Michael Moore, director of the film "Fahrenheit 9/11," describes the reaction) of then 
U.S. President George W. Bush when he received the news of the attack on the Twin Towers that 
September 11, 2001. Ironically, the 19 bombers belonged to an Islamic fundamentalist movement 
known as Al Quaeda =>) that, in 1988, had been funded directly by the U.S. government to counter the 
Soviet invasion of Afghanistan. In an interview with National Geographic x3) 10 years later, Bush 
stated that he did not immediately leave the school to avoid panic reactions in children and to show that 
the nation remained strong even in dangerous situations. Critical, fair enough, but what would we have 


done in his place? How would we have reacted in a similar situation? 


If the answer remains open for many citizens left stunned by the mistakes made on that tragic day, it 
certainly does not remain open for the one given by the U.S. intelligence services in the aftermath of 
9/11. Thanks to the introduction of a new federal law called the Patriot Act4) , the CIA and FBI were 
authorized to intensify mass surveillance in order to prevent a new terrorist attack. In fact, this law 
expanded the powers in the hands of the U.S. government to intercept domestic and international calls, 
traffic, and communications via the Internet and increased the penalties toward those suspected of 


collusion with terrorism. The regulations thus became absurd and restrictive 
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that scrutiny spread like wildfire. One of the most famous examples occurred against the Linux 
Journal(+5) , a magazine popular among computer enthusiasts. It was discovered that the National 
Security Agency in fact, according to a leak published by Tagesschau - a German online newspaper - 
was tracking all its readers as the magazine was identified as a kind of "extremist forum." Its fault? 
Having covered Tor technology in an article - more on that later - and Tails, an anonymous and, 


indeed, Tor-based linux distribution. 


By contrast, Osama Bin Laden, in the vast Afghan desert, escaped on a motorcycle +6) along with his 
comrade-in-arms Mullah Omar. And the U.S. military, powerless to deal with such advanced two- 
wheeled technology, instead of cutting off Al Quaeda's roots, headed for Iraq +7) where Iraqi President 
Saddam Hussein, once funded by the U.S. itself, now accused of possessing weapons of mass 
destruction, awaited him. Him, not the US military. But in the eagerness to root out the terrorist threat 
at its base, for U.S. intelligence the dark web was evidently scarier than the two Al Quaeda leaders. 


Author's note: Do you understand the irony or do I also have to explain it? 


It was better when it was worse 


"Come into my living room, said the machine to the specialist." 


This is how Marshall McLuhan describes, in the very famous book "The Medium is the Massage"®9 , 
the state that technology would assume vis-à-vis human beings. A state not of subalternity then but of 
superiority that, subsequently, political power would seek to control. There is one event in particular 
that describes how the high-tech companies of the new Silicon Valley boom bowed to political power. 
It was February 2000 and Marc Knobel, a Frenchman of Jewish descent, came across a website under 
the domain of Yahoo.com in which the U.S. company granted space to sell memorabilia +g) from the 
Nazi period. According to French law, selling any item that recalled Nazi ideology was simply illegal. 
But the site was hosted in the United States where the same rule did not apply. So what to do? Marc 
Knobel decided to sue Yahoo for allowing Nazi propaganda to be spread on French territory. The issue 
was certainly a very sensitive one because it not only involved different legislation in different 
territories but mainly concerned the principle of freedom of expression which, for the Internet at the 


time, was something precious to protect. Jerry Yang, the co-founder of Yahoo, after being 
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been ordered to filter the contents of the said site, he pronounced a declaration of war that, in fact, he 


would be forced to withdraw: 


"we will not change the content of sites in the United States just because a French court asks us to do 


so, "#12) 


Let's get to 2005. Google had appeared on the scene, Yahoo had begun to lose market share and was 
beginning to look to China as a place where it could expand. As is well known, China is far from 
being an accomplished democracy, and in order to enter its market Yahoo sealed a deal with the devil: 
the Chinese government would allow the dotcom giant to enter its territory only on the condition that 
it could inspect, on demand, the browsing of all users. Thus it was that Chinese journalist Shi Tao9), 
in an attempt to broadcast a meeting commemorating the Tiananmen Square tragedy, made the 
mistake of using his email under the Yahoo domain. The Journalist was found, investigated, 
prosecuted and jailed for 10 years. Consistency, unfortunately, always retains a sense of the 


ridiculous. 


Ajax. And Web 2.0 

It was at a time of transition: web programming was evolving to such an extent that pages were 
beginning to become dynamic from static. With the emergence of Ajax technology (+10) - an acronym 
that stands for "asynchronous javaScript and xml" - web pages were becoming not only places to insert 
content, but also places to insert whole applications. Integrated into a web page we began to see text 
editors, presentations, spreadsheets, online chat, and so on. It was the so-called "web 2.0" revolution. 
The Internet was no longer a place to be lived passively, but-thanks to increased connection speeds and 


new web-apps-a place where one could participate and be a protagonist. 


Many books have explored this transition: in "Wikinomics"#!9 by Don Tapscott, for example, they 
describe the new figure of the "prosumer," a user capable of simultaneously enjoying content and 
providing content. With the new semantic web(+11) one could interact with the Internet in a creative way, 
without necessarily having to have programming knowledge: all one needed was a browser, a gui and a 


web interface. The Internet had become everyone's and for everyone. 
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Bloggo ergo sum 

One of the most obvious manifestations of this desire to communicate were blogs, a contraction of 
web- log(+12) , or personal online diaries that were used in a wide variety of ways. There were those 
who used them simply to communicate their thoughts, poems, personal writings, others who were 
already beginning to use them as a system for doing early and amateur online journalism. Among the 
platforms, Livejournal provided a rather intuitive interface and featured within it, in addition to a text 
editor, the possibility for more savvy users to write directly in html. 

Platforms such as Wordpress, on the other hand, allowed the integration of various external plugins 
that interacted with other social services, while Blogger, once acquired by Google, integrated with the 
entire suite provided by the Mountain View company. Certainly, however, a lot of noise began to be 
generated online in this chaotic experiment, so much so that, at one point, it even became difficult to 
distinguish data from opinions. It even came to be said that "one is worth one"+13) , as if the Internet 


was divorced from the need for expertise. 


Very interesting is the view developed by Andrew Keen in his book "The Cult of the Amateur: How 
Today's Internet Is Killing Our Culture"! , Indeed, Keen argues that the habit of sharing without 
checking, the cut & paste from Wikipedia, the cross-linking, does not breed talent but breeds the cult of 
personality without counterbalancing the cult of competence. Narcissism 2.0 in short. Similar thinking 
was developed a year later by Nicholas Carr, author of many books, but most famous for his article in 
The Atlantic newspaper titled "Is Google making us stupid?"(*14) in which he argued the danger that 
continued use of the Internet would, in his words, reduce the capacity for attention and insight. 
Undoubtedly there was some truth in both analyses, but beyond that there was more: profiling, that 
system by which users' data were first forfeited and then managed by the various platforms on the web, 
was beginning. Digital gold in short that, in the wrong hands, could have hindered the development of 


democracy. 


Privacy. A few years ago. 

It was 1995 andI, on a September night, was connecting to one of the first "bulletin board systems." 
So-called BBSs were networked computers(+15) that allowed some embryonic services such as email, 
ftp for file exchange and most importantly, the irc system that allowed online chatting with people 
from all over the world. One connected through telnet, navigated from the terminal through gopher, 


and the world finally seemed beautiful and resourceful. At that time to me it really seemed like. 
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science fiction. Yet it was not a particularly new technology. It had been circulating servers of that 
kind since the 1980s, and I was one of the last users to discover the existence of those wonders. I was 
greatly embarrassed, and when I entered the chat room for the first time I introduced myself, hoping to 


be able to communicate with someone. However, when I wrote: 


"Hello everyone, my name is Fabio, I live in Lecce and I am passionate about astronomy." 


the chat administrator redacted me by replying: 


"Welcome. Do not give your personal details in chat, it is against the channel policy. You may be 


banned for this." 


Policy? Banning? What was the administrator talking about? He was trivially talking about privacy, or 
better yet, the bare minimum of privacy one should have when accessing online services and 
communicating with people one does not know. I learned only later that anonymity on the Web, in 
those days, was something absolutely fundamental, so much so that one communicated by providing 
only nicknames and not first names. As Kevin Mitnik, one of the world's most famous hackers, would 
later write in "The Art of Invisibility"!3) to go online you must always follow 3 important and basic 


rules: 


- Remove your original IP address 
- Obscure hardware and software used while browsing 


- Defending one's anonymity during communications 


A few years later, Prof. Luciano Floridi, professor of philosophy and ethics at Oxford University, 
analyzed this constant migration of life from offline/online to the new concept of "onlife," a term 
coined;+16) to describe how human behaviors have changed since the arrival of the 24-hour Internet and 
how our privacy has radically shrunk. This radically opens up new scenarios, centered especially on a 


society built for machines and not humans. But we'Il get to that later, one step at a time. 
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The Guerrilla Manifesto 

Aaron Swartz+17) is one of the most important and unfortunately least known figures of our time. He 
died by suicide at the age of 26(+1g) , and was one of the most brilliant developers of his time. A strong 
advocate of the need for information to be enjoyed freely and unrestrictedly within the Internet, he 
participated and contributed greatly to the development of the RSS standard that allowed the Web to be 
as extensive and shared as we can see it today. He founded the website watchdog.net to aggregate data 
and proposals from U.S. politicians and became involved in the campaign against the "online piracy 
act". Convinced of the need that scientific data held by academic journals should be distributed on 
the web for free use, he smuggled, using the MIT network{x20) , more than 300 papers from the closed 


Jstor library(+19) , with the clear intent of distributing them on the web. 


Notel® : In October 2011, Republican Congressman Lamar Smith introduced a bill in the U.S. House of 
Representatives that would have allowed legal action to be taken against the re-sharing of copyrighted 
content. This, in essence, would have forced internet service providers to take down the offending sites 


by operating on dns filtering. 


To do this he used a script that automatically downloaded the papers inside an external hard disk 
connected to a laptop. Overnight, as soon as the hard disk was full, he would return to the department 
to change it, make a backup and start the job over. Arrested in 201121), he spent the last two years of 
his life defending himself against charges in federal court, which publicly declared the risk Swartz was 
about to face: 30 years in prison without parole. People such as Lawrence Lessing, the founder of 
Creative Commons, Tim Berners Lee, the founder of the W3C consortium, and a whole community of 
users who recognized him as an important figure above all because of the battles that, in his own skin, 
he had waged. One of his most important posts - still present online today - is undoubtedly the 


"guerrilla open access manifesto"+22) . Written in 2008 during a brief stay in Italy, it reads: 


"Information is power. But like any kind of power, there are those who want to seize it. The entire 
scientific and cultural heritage, published over the centuries in books and journals, is increasingly 
digitized and kept under lock and key by a handful of private companies [...] There is no justice în 
complving with unjust laws. [...] We need to acquire information, wherever it is stored, make copies 


of it and share it with the world. We need to take what is out of copyright and upload it 
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On the web. We have to buy secret databases and put them on the web. We need to download scientific 


journals and upload them to the web. We need to fight for guerrilla open access." 


A metaphor: the game of life 

When we talk about science we talk about models of representation of the world. And when we talk 
about models of representing the world we talk about mathematical tools. The reason why we have the 
ability to write, work and interact with computers today comes to us thanks to an idea of an English 
mathematician who, in an attempt to solve David Hilbert's entscheidungsproblem23) - the decision 
problem - headed toward theorizing a solving process that would be universal. This, called 
"computability theory," was developed Alan Turing in an attempt to create a computational model for 
recursive functions. This gave rise to the idea of the so-called "Turing machine" +24) , the forerunner of 


the personal computers we have on our desks today. 


One thing science has taught us-from Newton onward-is the principle of action and reaction. Just as 
reaching the limiting mass in a star generates the formation of a black hole, so too in computer science 
a difference in initial conditions generates a difference in final conditions. Even life at bottom is an 
algorithm, certainly more complex because of the countless parameters involved, but still an algorithm. 
In an attempt to represent the temporal evolution of a system, mathematician John Conway invented a 
very special game that he called "the game of life." 25). 

Requiring very few rules-and zero players-this very simple Turing machine could represent the 
evolution of an entire complex system as long as it provided a simple initial state. The game unfolds in 
two Cartesian axes, where the initial configuration is trivially a clump of interconnected points, and its 


evolution instead takes place from top to bottom, along a virtually infinite matrix. 


If by pure hypothesis we could substitute the initial conditions for those provided by open source, 

creative commons and open access, and if by pure hypothesis we could substitute the matrix of points 
for the system in which they evolved, we would understand why it is so important to provide the right 
parameters at the right time. That is why figures like Raymond, Stallman, Torvalds, Lessing, Lee and 


Swartz have been so important in providing and inspiring direction. 
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More date than destination 

Small personal anecdote: my father, early in his career, had started working on CNC machines. One of 
the first innovations he worked on was a system that allowed vehicles on the highway to be identified 
through a radio frequency system, later creating a report showing how many miles they had traveled 
from toll booth to toll booth. It was a kind of identifier that served that fledgling technology to put a 
"virtual stamp" on each vehicle. It was called a "telepass"(+26) , and every Italian who passed through 
on the highway had to deal with it at one time or another. If we think about it, it is not so different from 
what happens with the bar code, which identifies every piece of information about a product. Or to the 
exifs within a digital image, which allow you to trace the camera that took the picture, the resolution, 
and often even its geolocation. In essence, where there is a machine, computer or processor, there 1s 
data written somewhere, and that data, used wisely, enables analysis and forecasting to improve or 


implement new services. 


Metadata then is nothing more than that: a set of useful elements for classifying a product's 
information within a data store. With that clarified, it is not surprising that - in a world where 
computers were moving from punch cards to integrated circuits - one of the first to worry about 
categorizing data in a coherent way was the CIA - Central Intelligence Agency - which in 1977 
bought, from the fledgling company Software Development Laboratories, a database that made 

history (+27) : the Oracle-DB. Now take a 30-year leap and arrive at today's Internet. Would it surprise 
you to know that your browsing data is being entered into some database? And would it really surprise 
you to know that, as you browse, your IP is recorded, where you browse from, your preferences, which 
sites you visit most often, and which people you talk to? So welcome to the era of cookies, metadata 


and their illegitimate child, dataism. 


If one key is not enough 

Imagine you are standing at your front door and you have to open it. What do you do? Normally the 
actions you perform in succession are: you pull the key fob out of your breast pocket, select the house 
key, and open the door. Now imagine that you are standing in front of your friend's front door. To open 
the door you are now presented with two alternatives. The first: your friend is with you, takes his house 
key, and opens the door. The second: your friend has made you a copy of his key and given you 
permission to enter. In computer science it is not much different. One of the most well-known methods 


for 


37 


connect via console to a computer of which you are not the owner, is through the SSH protocol(+2g) . It 
is, shall we say, a standard that allows, by entering an IP, the port through which the protocol 
communicates, and a password, to connect to a remote machine. There is a small problem, however: 


we do not possess the original key. How was this lack remedied? 


Let's take a step back. We are at the initial stage of the process, we have just installed our server and 
are configuring SSH. After installing the basic package, we need to perform another operation that is 
important for it to work. It is the generation of the keys. Yes, I spoke in the plural and not the singular 
because the process will generate a pair of keys and nota single one. A private one, held by the server 
owner, and a public one that will literally be a piece generated from your private key. In order to allow 
any of your friends to access your machine, at this point you will need to share with him not your 
private key, which remains only in your key ring, but your public key, which will be that piece of trust 
that he needs to access in your territory. This principle in computer science is called "asymmetric 
cryptography," and it tends to work the same way for various systems. One of those worth mentioning 
here is, for example, the gnu privacy guard, better known as GPG(+39) . 

This is a system to be able to encrypt a data packet, and to make it interpretable only by those in 


possession of your public key. 


All this security provided by cryptographic systems is effective due to the fact that we and only we are 
in possession of the original keys. However, if someone is in possession of the original key matrix, they 


can always generate a public key and access our system even without our permission. 


This is an important concept because every time we hear about things like end-to-end encryption, i.e., 
messages readable only by sender and recipient, it all loses meaning if the original key is not in the 
possession of the creator of the public key. If, for example, we use external systems that do not reside 
in our home, we will essentially have to trust the provider of that service. It is often repeated in the 
hacker world that paranoia is a virtue+30) . What about you, would you give your house keys to 


someone who has already proven to be untrustworthy? 
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Clouds in the sky and on the ground 

I have always loved e-mail. It started out as a decentralized system, was absolutely straightforward to 
use, and allowed for a long, thought-out kind of communication without the brevity typical of 
messaging systems. And when I received the invitation in 2004 to participate in the first beta of 


Gmail+31) I remember being literally thrilled. 


It improved at the base a service that unfortunately, with the increase in users connected to the Internet 
and the exponential increase in spam, had greatly deteriorated. It also provided, at its core, an early and 
rudimentary chat system through the XMPP protocol that met all the open standards of the web. Paul 
Buchheit, its creator, started the service as a pilot project that would provide for the company's internal 
communications. A few years later, Google decided to release a public beta, and it was immediately an 
extraordinary success. In IT terms, Gmail, and the whole platform of Google-Apps - Drive, Docs, 
Hangouts, Calendar... - are defined as Saas, or Software As A Service. A whole platform under 
Google's hat that allowed, through a simple browser, to have a single control center from which to run 
all the various applications. It is the famous cloud that we hear about every day: it makes our lives 
easier, it makes our data accessible from anywhere in the world, it allows companies to drastically 


reduce costs. 


But centralization comes at a cost in terms of cybersecurity and data independence. Buchheit himself 


in 2006, once he left Google, had this to say(+32) 


"I am very skeptical about producing centralized systems, or systems that, for example, provide a single, 


universal ecosystem for everyone. Instead, I think the answer has to come from the community." 


Google of course is not the only one. Amazon for example plays a key role in the cloud market. With 
its Aws - Amazon Web Services - it provides a platform designed for creating and managing 
numerous virtual machines, databases, storage, load balancers and more. It is what works for system 
administrators as an laas - Interface as a service - and for developers as Paas - Platform as a service. It 
is Important to clarify one thing, however: cloud is not just synonymous with Google, Amazon, or 
Apple. The cloud can-and should always be-a private cloud, that is, a system built in-house, perhaps 


through open source software, that allows for a 
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system where I and only I am the master of my data. There are software alternatives like nextcloud to 
manage an internal cloud, openstack to manage virtual machines, or like docker and kubernetes for 


containers. All open source of course. But we will come back to that in the last chapter. 


Internet made in layers 

It was 1967, and Leonard Kleinrock, then a doctoral student at the Massachusetts Institute of 
Technology, realized that the mathematical formulation by which data could flow from one machine to 
another was inadequate to transfer packets discretely. He developed another;+33) that could overcome, 
on a theoretical level, that impasse. It was thus, almost by accident, that the foundation was laid for the 
structure that under the U.S. military department became ARPAnet and that, once demilitarized in 
1989, produced the Internet we know today. In its first formulation, that network did not include 
indexing. Because it was an experimental network, in which there were few packets exchanged and 
they very often traveled linearly from one computer to another, facilities such as search engines were 


neither expected nor required. 


When Tim Berners Lee gave birth to the Word Wide Web(+34), however, a few levels began to be 
distinguished. The first, the most obvious, was the "surface web," that which we could navigate on the 
surface, that which we could interact with at a basic level. There was, however, a larger part that was 
not indexed by the search engines and that included our emails, private chats, our data exchanges, our 
logins with user and password, our profiles on social networks, and so on. This came to be known as 


the "deep web," or that web inaccessible to search engines but which generated most of all the traffic. 


It was a bit like having a huge iceberg. The smaller outer part, which everyone could see on the 
surface, corresponded to the "surface web," while the larger part, the part below the water level and 
hidden from our view, corresponded to the "deep web." Two layers and two sides of the same coin. 
From here, some time later, a third will be born. One so hidden that it will be called dark: the so-called 


"dark web." And the Tor system, in this third parallel universe, will take the lead. 
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Chapter 3 - Partisan Take Me Away 


Lyle and his bicycles 

In 2037, Lyle lives in the suburbs of Chattanooga, a small town in the United States. In a dystopian 
future filled with artificial intelligences, artificially modified bodies, and synthetic drugs, Lyle decides 
to stay on the edge of town. Living anarchically and using inhibitory hormones to quench his libido, he 
lives by gimmicks. He repairs bicycles and rents a small one-bedroom apartment in the crumbling 
skyscraper right above his workshop. One day, however, his quiet is interrupted by a visit from a girl, 
Kitty Casadey, who will turn out to be an envoy from NAFTA, the organization that harbored a 
terrible secret. At that point Lyle will have to choose: find out "how deep the rabbit hole went"&,), or 


return to his former life. 


This short story, featured in the anthology "A good old fashioned future"! by Bruce Sterling 
presents the crossroads at which we sometimes find ourselves in our lives. With respect to the dark 


web for me it was the same: I was told it was best to keep away. But why? 


Onions and Dark-web (1) 

The third layer of the web is more a concept than a technology. It is, simply put, that tiny part of the 
deep web that needs specific software to be visited. A network within a network, anonymous, secure, 
that presents itself as a fertile ground where to grow that original idea of "cyberpunk anarchy" proper to 
the origins of the Internet. The first attempt to create one, complete and functioning, took place in 1999, 
before even the 9/11 attacks. That technology, still active and in development today, was called Freenet 
and was conceived through work by then computer science student Ian Clarke at the University of 


Edinburgh. Clarke wrote:(+)) 
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"Interestingly, many human-made inventions follow a pattern alien to the development of biological 
processes. Although evolution has shown that decentralized systems are the only ones with a clear 


evolutionary advantage, human-made systems tend instead toward highly centralized architectures." 


Freenet(+3) is a structurally anonymous P2P network in which the users themselves act as the nodes of 
the network. This is a feature of no small importance, as it makes the network completely 
decentralized and not dependent on any specific node. Moreover, within it, communications and 
connections-both in tcp and udp-are completely encrypted so that from the outside no one can 
intercept an exchange of any packet between two users. These features make it secure and robust, 
although, over time, some minor vulnerabilities have been found due to the java engine on which the 
entire platform runs. An attempt to improve Freenet was made in 2003 with the creation of I2P(+4), a 


very similar dark net with many more layers of security but much less functionality. 


In 2003, however, something else also happened. A paper prepared by two Massachusetts Institute of 
Technology cryptographers working for the FreeHeaven projects) and a researcher working for the 


Naval Research Lab was published. 


Onions and Dark-web (2) 

The work was called "The Second-Generation Onion Router"+6) and was literally a new way of looking 
at the dark net. Substantially modifying the first version of onion routing -- in Italian it would sound 
"onion connection" -- proposed by the U.S. DARPA #7), the three researchers created that theoretical 


framework for what would become known to the general public as Tor(+g) . 


Let's work with abstraction. Imagine that you are on the Web surface and you need to send a data 
packet from point A to point B. In the collective imagination there is the idea that that packet will 
travel without interruption of any kind, almost as if it were following a continuous line without ever 
stopping. But the reality is a little different. What happens is that the package passes from part to part 
and then, nonlinearly, lands at its destination. This journey is made by following certain criteria, 
through certain protocols, and using particular data transmission methods. At departure, en route, or at 
the destination, we leave traces of our actions, and this should be no secret to anyone by now. We often 


hear that, to put a filter between us and the server we want to reach, 
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a good method is to use a so-called VPN - virtual private network - but you know, security, especially 


when we are in special situations, is never enough. 


Now imagine a multi-layered system, onion-like in fact, where instead of having one protective 
layer we have several. These intermediate layers are capable of taking the incoming packet, 
encrypting it, and sending it to the next layer. We have, specifically, one entry point, three transition 
points, and one exit point. In a system like this, the administrator of the server we want to visit will 
not receive the request from the initial point, but from an intermediate point, making it virtually 
difficult-if not often impossible-to trace back to what the starting point really is. That's tor in a 
nutshell: a layered security system created to protect privacy(+9) in cyberspace. However, there is 
also something else to be said. These intermediate layers, called relay nodes, provide not only the 
anonymous layers of the onion, but also and potentially places where a web server can be activated 
that is accessible only and only on the dark net. These nodes are technically machines maintained by 


volunteers and, to date, there are more than six thousand active(+10) around the world. 


If you think that those described above are just hacker technicalities that could never have an impact in 
real life, you are mistaken. Julian Assange's Wikileaks, or Edward Snowden's release of data, are 
events that happened solely and only because of the existence of the Tor network. And if you don't 


know what we are talking about, don't worry: we will get to that in a few chapters. 


The best possible web 

By the term semantic we mean, taking directly from the Treccani encyclopedia definition, something 
that "contributes to determining the meaning of discourse."&11) . If we translate this concept into 
computer science, associating it with the word web, it takes on the meaning of an Internet produced 
through systems, standards and protocols that make it easy and immediate to extract and analyze its 
contents. If we go back for a moment to more than 20 years ago, Tim Berners Lee in "Weaving the 
Web"(#15) described his dreams of the future this way: 


"I have a dream that is developed in two parts. [...] The first part is for the web to become an even 
more important tool for collaboration between people. I have always envisioned the web as 
something not only to be explored, but also where everyone is able to create content. [...] In the 


second part, collaboration extends to computers, where the machines themselves are capable of 
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analyze the content of links and help interaction between humans. This dream is called the semantic 


web." 


The Web, at that time, was in full development. Wikipedia was beginning to establish itself as a new 
collaborative model - within a few years it became more reliable than the historic Encyclopedia 
Britannicax17) - and the term "Wikipedian" became a symbol of "I care," a new way of doing cultural 
activism and being useful to the community. Forums and mailing lists were in their waning phase, and 
the first blogs were beginning to appear on the Web. But it was the RSS revolution that changed 
everything. In 1997 Netscape, then the undisputed leader among web browsers, produced a new 
standard+13) within which the main metadata for each site could be placed. This tool was a simple text 
file called RDF, an acronym that stood for "resource description framework." It was such an important 
step in the history of the web that, in 1999, the W3C consortium included it as a recommended 


standard. 


The illegitimate child of RDF was RSS +14) , a format born almost by accident that nevertheless quickly 
transitioned the Web to a new evolutionary level. It allowed each content creator to distribute updates 
from their site through a single, consistent file to which the reader could subscribe. In essence, it 
became possible for the content user to know in real time whether their trusted blogger had produced a 
new article without having to, necessarily, visit the site from which the notification came. Thus were 
born programs called "aggregators" that allowed one to merge, as in a sort of bookmark folder, all the 
RSS feeds of one's favorite sites and podcasts. Leaving aside the incompatibilities between the various 
versions-the best has always turned out to be the 1.015) that Aaron Swartz worked on-for obvious 
reasons this format began to be used extensively by that whole new Web 2.0 family that was beginning 
to populate the "blogosphere." From that point on literally came the explosion of the decentralized 
web. Millions and millions of bloggers began to publish content on the various platforms, different 
CMSs began to spread online - Drupal Joomla and Worpress the most popular - and that dream of Tim 
Berners Lee slowly began to come true. The Internet had become a tool for people made by people(+16) 


, Just as Linux had become a system for hackers made by hackers. 
A new dream on the block 


Between the 1980s and today we have had an extraordinary technological transition. Some intellectuals 


and philosophers of the new era have called this historical phase the age of "post-information" where the 
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bits and people have come together as one body to create new lifestyles and patterns of living. We have 
moved, to put it simply, from an age where machines and humans were separate concepts to a model of 
society without time and space that tends to integrate the two entities on the same plane. With the small 
problem that, in an economy of infinite development where the few parameters that matter are 
efficiency and permanent updating, machines win hands down without even needing to ask permission. 
Nicholas Negroponte, during the 1980s, was a key figure in the development of the network we know 
today. Founder of the Media Lab at the Massachusetts Institute of Technology, he was one of the 
theorists of today's techno-utopia where, using the words of philosopher Umberto Galimberti, the past 


is evil, the present is redemption and the future is salvation. In "Being Digital," Negroponte wrote: 


"Computing is no longer just relative to computers. Computing is relative to the way we live our lives 
every day. The challenge for the next decade will be not only to provide people with better devices, but 


more importantly with objects that understand verbal and nonverbal behaviors." 


And again: 


"Computers do not possess moral attributes, they cannot solve complex problems such as the right to 


life or death, but the digital age cannot be slowed down or stopped because of this." 


Throughout these pages we are seeing how many visionaries have predicted and wished for the future 
we live in today. Interconnected devices, artificial intelligences, the Internet as the frontier for a new, 
free and open world. The question is, what price are we paying for this? Is the world really a better 


place today than it once was? And if not, what has gone wrong? 


Human, too human 

Resolution 1441(+17) was an initiative requested by the U.N. Security Council in November 2002 to force 
Iraq to completely remove its military armaments. Irag's strategic location in the Middle East, close to 
Saudi Arabia, Pakistan and Afghanistan where it was thought to be the headquarters of AI Quaeda's 
central command, made it dramatically dangerous. In addition, then-President Saddam Hussein, had 
shown over the past few years a reluctance to endorse investigations by UN observers, and this had 


made him a threat 
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additional within the overall framework triggered in the aftermath of 9/11. Iraq, however, and the 
entire Ba'athist party that led it, had never shown either endorsement or support for the religious 


terrorism undertaken by Osama Bin Laden and his peers. 


Back on Feb. 5, 2003, Colin Powell, U.S. Secretary of State, appeared before the United Nations 


Security Council(+1g) stating: 


"Through information that has come from satellite imagery and our intelligence services, we know that 
Saddam Hussein possesses weapons of mass destruction and is determined to manufacture more. [...] 
We cannot tell you everything we know [...] We know about his delusions of grandeur, his history of 
military aggression, his ties to terrorist organizations. Is this council ready to accept the risk of 
postponing military action? [...] Leaving Saddam in possession of weapons of mass destruction is not 


an acceptable option, not in the aftermath of 9/11." 


A kind of war of civilizations was said to be at stake, the free world against Islamic terrorism, but it 
had become clear almost immediately that the main purpose was another: control of the "near east" - 
the French, rightly, call it that - and its oil resources. Iraq, from this point of view, represented a golden 
opportunity that could not be missed being, as early as 2003, in possession of as much as 112 billion 
barrels of oil+19) . Out of that realization, a peace movement was born that crossed all nations. In Italy, 
the European Social Forum, coordinated in Florence in 2002 at Fortezza da Basso*20) , played a key 
role in the protest that took place a few months later. An entire global movement, again coordinated 
through Indymedia, took to the streets in February 2003(+21) . The war against Iraq would break out a 
month later, but the Web would demonstrate a rather powerful capacity for aggregation. That war was 
referred to as a "second Vietnam" because of the impact it had on the media, and rainbow flags 
sprouted from balconies around the world showing the opposition by many to a military action carried 


out for reasons of control and domination. 
Around the world nearly ten million people took to the streets between February 15 and 16, 2003, and 


that movement, formed from the Web and the Porto Alegre Social Forum, was beginning to show that it 


was capable of critical mass. It seemed that the dreams of the pioneers were beginning to come true: 
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Internet would allow the boundaries of a better world to develop. But something unexpected was about 
to arrive on the scene. It was the centralized - or rather controlled - social networks that would slowly 
dissolve the decentralization that had represented Web 2.0 until then. Unfortunately, we would only 


realize the countless damages later. 


What are you thinking about? 

When in 1999 the CEO of Sun Microsystem declared to the press that privacy was dead a scandal 
broke out(+22) . Scott McNealy - that was his name - was introducing to the public a new platform in 
Java called Jini - Jini Is Not Initials(+»3) . The claim was serious for two reasons. The first: the system, 
in building a scalable, distributed network, required users to share their resources. And knowing that 
privacy was not important to Sun was hardly a good start. The second: Scott McNealy was a member 
of the Online Privacy Alliance, and as one can imagine, that expressed thought was not exactly in line 
with the work of the organization. Five years later, however, it was a 25-year-old guy who said much 
the same thing(+24). He was Mark Zuckerberg, CEO of Facebook, a social network just emerging from 


its experimental phase: 


"Privacy is no longer a social norm, and most users who use social media do not expect any norm to 


protect their anonymity [...]" 


Facebook gave each user the ability to create a personal profile that included an avatar, their artistic, 
musical, political and sexual preferences, their photos, had an internal messenger, and allowed them to 
update their "status" by answering the famous question "what are you thinking about?"+25) . In that 
way, the network provided an internet within the internet, exclusive and personal-in fact, in the first 
period it was accessible only by invitation-to be able to connect with one's friends and to extend one's 


network of relationships. It was literally a success. 


The blue social network was not the first attempt to create something similar. Before Facebook, 
MySpace had literally depopulated the web+26) . But it was an uneven social, not very clean, and above 
all, like the Yahoo of those days, chock-full of advertisements. Later came Twitter: social for 
microblogging; Instagram: social for sharing photos; Youtube: social for sharing videos; Anobii: social 
for sharing literary passions; Last.fm: social for sharing musical tastes; Foursquare: social for geo- 


location, and many many others. Basically, between 2004 and 2006, 
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the Internet was literally invaded by social platforms to the cry of "share if you want to stay 
connected." The web world was rapidly moving from decentralization to centralization. Even RSS 
feeds, the symbol of personal selection of information, began to be aggregated by many users on the 
Google Reader platform. In this way, even sources from personal blogs were entering the big file of 


our preferences. The era of profiling had arrived, with our silence/assent. 


There is one dateism too many 

With the advance of metadata policies and personal profiling, we have entered directly into the age of 
dataism, a term first introduced by journalist David Brooks in the New York Times+,7) in the 
aftermath of Barak Obama's election. Brooks defines it as a kind of religious philosophy, born with the 
assumption that we can predict, with some degree of accuracy, our thoughts and actions. But what 
about our feelings and intuitions? A teacher, for example, can tell whether or not a pupil has a rational 
mind, or whether or not he or she is gifted in a particular subject. And certainly not by averaging his 
school results statistically, but by extrapolating small details that his profession and experience have 
enabled him to grasp. 

Where then, in Dataist religion, is the interaction between right brain and left brain? Where is the 
identification with the other? Where are all the emotions that result from the arrangement of mirror 
neurons? Of one thing we can be certain: the "empathy" field cannot yet be extracted from the 


metadata. As Noah Arari well describes in his monumental "Homo Deus"l#17) : 


"The job of processing data must be left to computer algorithms that far exceed the ability to 
process information [...] but dataism is skeptical of human knowledge, and prefers to turn 


evervthing into data for analysis." 


The data economy, in the age of the free market, is so thriving that companies called data brokers have 
even sprung up+g) that buy, store and resell metadata to the highest bidder: Acxiom, Epsilon and 
Experian, for example, are just a few. And in this economy, the computing powers to process this data 
must be structurally infinite. In a wonderful 1970 book called "Future Shock"!8), futurologist Alvin 


Toffler predicted, some 30 years in advance, the period we would come to face. He said: 
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"If the overstimulation of sensory levels continues to increase, there will come a time when this will 
interfere with our ability to make decisions. Each of us will be forced to process the immense amount 


of information with difficulty to implement rational choices." 


He called it "information overload" +29) , a process that over time could lead, as psychiatrist James 
Miller argued, to psychopathological problems never before addressed. And so perhaps, because our 
brains are so complex and in their complexity so imperfect, someone must have thought: why not 
delegate everything to machines, which are performant, programmable, and moreover without 


empathy? I leave it to the reader to find the logical fallacy in this reasoning. 


Long live the Enlightenment 

The Rubik's Cube was invented in 1974 by Hungarian architecture professor Ern6 Rubik with the 
intention of explaining spaces in three dimensions to his students. The original cube, the 3x3x3, is 
supported by a central block that holds it internally while each side is represented by six small cubes 
capable of permuting between them. When the cube made its market debut in 1977, it was an 
extraordinary success*30) . It almost immediately became one of the symbols of the 1980s and 
generated an interesting competition among mathematicians to study its structure and properties. 
Solving the cube meant, trivially, bringing it back to a state of order, with only one color per side, with 
as few moves as possible. Many methods of solving arose then. The first and most famous was the 
layered method, which had an average resolution, calculating it on a Gaussian curve, between 85 and 
205 moves. Not bad certainly, but it was not enough. It was only with the CFOP method+3;) , 
discovered in 1997 by electronics professor Jessica Fridrich, that the bell curve narrowed 
dramatically(+32) and a statistical average of between 40 and 70 moves was arrived at. This allowed a 
hitherto amateur activity called "speedcubing" 

- the art of quickly solving the rubik's cube--to become a professional discipline that now reaches 
thousands of participants worldwide. The science works exactly like this: it provides a pattern of 


representation(«32) and tries to solve problems more and more efficiently. 


Let us now try to describe our society. Reading the data and statistics, we should be extremely 
positive. Indeed, numbers in hand, we know that, slowly but surely, world hunger is decreasing, 
world wars are being reduced;+33) and life expectancy is increasing. But despite this, we have the 


perception-including me-that this is not the case. Steven 
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Pinker, one of the few intellectuals who has taken the trouble to analyze the data, has defined this fear 


in progress with a term: progress-phobia. In his book "Enlightenment Now"! he writes: 


"I have found that intellectuals who like to call themselves 'progressives' hate progress. Not that they 
really hate the fruits of progress: many of them would rather have surgery with anesthesia than without 
it. It is the very idea of progress that irritates them, or rather the idea that enlightenment can lead 


toward improved living conditions." 


However, this cannot blind us to the flaws in the world around us. If it did, we would deny the very 
principle of scientific progress, which has as its goal the improvement of the whole, not a part of it. 
Returning for a moment to our cube, what would have happened if Dr. Fridrich had not set out to create 
an algorithm more efficient than the others? 

Would we have arrived, today, at resolutions under five seconds? As you see, everything is held in 


short, even talking about seemingly frivolous things. 


From the researcher's table 
Science does not exist. What really exists is the scientific community. But how exactly does the 


publication phase work? 


Imagine you are in a research laboratory and after reading more than a hundred scientific papers, you 
realize that there is an aspect that has not yet been investigated by your colleagues and, potentially, is 
revolutionary. You then shyly and unsurely present yourself before your PI - "principal investigator" - 
to ask him if the group you are working with has the professional and financial resources to pursue 
your idea. After a few - very tedious - bureaucratic steps, your idea is accepted and you begin, you 
alone or together with your team, to collect data that will confirm or disprove what you have in mind. 
Let us now imagine that the research is successful, and you have arrived at the desired result. The 
satisfaction is great and now, with patience, you set about writing what in technical jargon is called a 


"scientific paper." 
This paper is divided into four parts. The first is called the abstract, and it is a set of words that describe, 


through as simple a form as possible, the results you have arrived at. Then we have another introductory 


one that looks at the status of the research up to that date. And then a subsequent one, the most 
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important, describing the actual research with calculations, graphs, quotations and references. The 
concluding part serves only as a final corollary and is meant to provide the reader with new insights for 
subsequent research. Well, if this seems like a long and pedantic process, you have no idea what comes 


next. 


Once you have written this paper, you or your department are in charge of choosing some scientific 
Journals to send it to. If your paper deals with an astronomical topic you send it to the "astrophysical 
Journal," if it is related to a medical topic you send it to the "British medical journal," and so on. Each 
Journal is ranked through a parameter called "impact factor." The higher this parameter, the more 


credibility the journal gains within the scientific community. 


After dozens and dozens of remonstrations between you and the "peer reviewers"-peer reviewers, 
anonymous and called in by the paper itself to fleece your paper-we admit that your work will be 
accepted. There is a small problem at this point: cost. Just as it is expensive to produce scientific 
research, so too is it expensive to publish, print and disseminate it. How has this problem been solved 
in the traditional model? Trivially by passing on the costs of publications to readers. Academic centers 
then, in order to access your work, must provide themselves with a subscription, sometimes quite 
expensive, to access the journal's database. This is not surprising, but it has a terrible downside: 
research can only be read by those who have the financial ability to pay a subscription. This, for 
example, prevents research centers located in the third world from accessing those results. Ergo, the 
scientific debate, which will be triggered from there on, will be an elitist debate, carried out only by 
those who can afford it. But it is economics beauty, nothing is free. Or perhaps in this case we should 


have other prerogatives? 


Up to Science in Open Access 

Now imagine a different model, in which the costs fall not on the readers but directly on the scientific 
center that carried out the research. Now imagine that in this model all published papers, after passing a 
"peer review" stage, exactly as in the traditional model, are freely available on the web, freely 
accessible and even commentable by colleagues as if they were blog articles. You, as researchers, 
which model would you choose? Which model do you think would be best for rapidly disseminating 
your research? If you recall, we began by saying that science does not exist but that, on the contrary, 
the scientific community exists. And it is indeed through the analysis of your work that those results 


will gain credibility. The more the work is cited - in 
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technical Jargon is called "cross-refence"-the more the work will gain value. The more your results are 
validated and confirmed by your colleagues, the more those results will gain authority. This model 


exists and is called "open access"-open access. 


PlosOne +35) in 2006-and all open access journals in general-have completely turned the tables on 
scientific publication in two respects. The first: an online journal definitely has more space, and by 
being able to publish more material, it reserves the right to analyze scientific accuracy and not the 
political, social or economic impact your research might have for the journal in question. The second: 
the costs no longer fall on the readers, who have the opportunity to read and evaluate for free, but on 
the researchers, who can now expand the audience of their research by disseminating it through an 


open model. 


In the era of Covid-19 for example, the Jstor library itself.+36 released part of its resources in open 
access so as to facilitate the public, students and academic institutions in better understanding the 
pandemic generated by Sars-Cov-2(+37) . This means simply one thing: disseminating information 
freely is a winning model. We will not dwell here on the internal problems-such as "publish or perish" 
or "predatory publishing"-but certainly scientific open access is one of the most obvious examples of 


how to not stop at the status quo, raise criticism, innovate, create an alternative, and look beyond. 
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Chapter 4 - That I feel like dying 


The sub-prime crisis... 

The period between 2007 and 2009 was one of the worst the entire world economy has gone through. 
It all began in the U.S.y) during the Clinton administration, when numerous "sub-prime" mortgages 
were issued to lenders who had previously proved insolvent. The purpose, almost naively, was one: to 
enable many Americans to be homeowners. Under this system, Fannie Mae and Freddie Mac - leading 
home loan companies - began to increase the number of contracts they issued, thus helping to create a 
speculative bubble. Aided by the deregulation of investment derivatives, it thus became possible for 
banks and insurance companies to provide funds to borrowers with less risk. The "securitization" 
system had just begun, but it was already about to generate the first damage. It soon became clear that 
most of the mortgages provided would never be repaid. This generated a cascade of first the mortgage 
crisis, then a sudden drop in house prices, and then the collapse of the speculative bubble. On 
September 15, 2008, the investment bank Lehman Brothers declared bankruptcy(+») and the domino 
effect began. Andrew Sorkin, an economics journalist at the New York Times, in the introduction of 


"Too Big to Fail"29 wrote: 
"In a way, Wall Street was thrown off its brightest men because, given the complexity of derivative 
instruments, no one was really able to define price in a declining market. Without a price the market 


became paralyzed, and without access to capital Wall Street could not function." 


No algorithm can hold: even assuming and not conceding that neoliberalism is the best of all possible 


worlds, human error is always just around the corner. And if the error is not added as 
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random parameter within the algorithm, it constantly risks dramatically highlighting and expanding the 


vulnerabilities of a central, top-down system. 


..and the blockchain revolution. 

The response from the cyberpunk community-or rather its extension, cypherpunk-was not long in 
coming. No one really knows how the story went, but legend has it that in late 2008 a group consisting 
of economists, cryptographers, programmers, mathematicians and developers gathered in a room trying 
to analyze what had gone wrong and what had generated the second economic crisis in less than a 
hundred years. A few points were thus identified. The first: the system was in the hands of large 
monopolies, or in IT terms, it was a highly centralized system. Historical experience, starting from 
bittorrent to the Internet itself, had shown us instead that the winning systems had always been 
decentralized ones. Second, everything was based on trust between user and banking institution. What 
was needed instead was something that would return transactions to their natural essence, between user 
and user therefore, bypassing the central system of banks and thus breaking their monopoly. On 
October 31, 2008, less than a month after the Lehman Brothers bankruptcy, the team gave itself the 
fictitious name Satoshi Nakamoto, and under that pseudonym published a paper that made history: 


"Bitcoin: A Peer-to-Peer Electronic Cash System."(+3) : 


"What we need is a cryptographic proof-based payment system that allows the two parties to transact 
directly without the need to interface with a third party. In this paper, we propose a solution to the 
double-spending problem by introducing a peer-to-peer distributed repository to generate a 


computational proof that puts transactions in chronological order." 


Bitcoin was not the first cryptocurrency to come out on the market. Attempts to create something 
similar had already been 4) but they had all failed. Bitcoin, on the other hand, in its simplicity, had 


everything that was required of a digital currency. 


In a traditional transaction, when a payment physically migrates between one wallet and another, the 
latter must go through a banking intermediary who is responsible for verifying both the identity of the 
parties and the presence or absence of funds. In a transaction between bitcoin wallets, however, the 


system is completely different+s) . In fact, the history of all payments resides within a long chain 
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called blockchain, where each resolved block contains a set of data that, in essence, represents a kind 
of temporal snapshot of the entire state of the system. A block is created almost every 10 minutes, and 
its limit, in terms of virtual space, is exactly one megabyte, no more and no less. The resolution of a 
block of data is accomplished by special software that does nothing more than verify, check, calculate 
and close the block through some computational operations. This work is done by certain figures who 
are called the "miners" in the communityx6) - literally miners 

- who through high-powered computers, or rather graphics cards pumped to maximum power, 


participate in this sort of mathematical contest in which the winner earns his or her bitcoin quota. 


But where does the blockchain reside? Well, that's the beauty of it: the blockchain is public+7) and 
decentralized. There is not, as the technical jargon goes, a "single point of failure," that is, a point that, 
knocked down, brings down the whole chain. This makes the blockchain technically impossible to 
block. Also in its source code, the concept of scarcity is introduced: no more than 21 million bitcoins 


can be "mined" in the entire system, making it similar to gold, rare and with a high intrinsic value. 


Since its creation, there were numerous attempts to create new digital currencies, but bitcoin, along 
with a few others, retains the most important cornerstones: security and decentralization;+g) . It was the 


egg of Columbus. The Internet had its own currency. 


An Ebay on the Darknet 

The currency was so popular that just three years later a guy created on the darknet, under the tor 
system, an entire online shop where one could buy using bitcoin. Because of the nature of the tor 
network and the nature of the currency involved, the site became popular as the place where you could 
buy soft drugs, meta-amphetamines and opioids. Its creator Ross Ulbricht, a 23-year-old computer 
programmer, banned products such as cloned credit cards, hacking, weapons and child pornography 
from the shop. The site became popular under the name "Silk Road" (+9), a name that recalled that long 
and beautiful route taken by Marco Polo to discover China. In its two years of operation - from 2011 to 
2013 - it totaled in transactions something like $30 million, thus proving that the system was stable, 


secure and could work. 


As Ulbricht himself wrote on his LinkedIn profile#10) : 
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"I wish I could use economic theory to abolish the use of coercion and aggression against all of 
humanity. [...] For this reason, I am creating an economic simulation to give the people a 


representation [...] of how one might be alive in the absence of the systematic use of force." 


The story is very complex*11) . Ross Ulbricht was arrested and later convicted on charges of engaging 
in money laundering and distribution of illegal drugs under the nickname DreadPirateRoberts. Silk 
Road - and this may come as no surprise - was from the very beginning monitored by the DEA - Drug 
Enforcement Administration - which investigated his activities for years and secretly infiltrated to 
analyze the transactions. During the lawsuit filed against SilkRoad, it was also proven that secret agent 
Carl Mark Force had access to the database and then modified its contents, internal chats and private 
messages. In a message - later verified as fake - sent by DreadPirateRoberts to user RedAndWhite, it 


reads: 


"I'm sorry to ask you this at a time when we've just met, but FriendlyChemist is causing me a lot of 


grief [...] I really need to put a bullet in his head, if that doesn't cause you too much trouble." 


It should be said and specified that this murder charge turned out to be false well before the trial but, 
despite this, the final sentence took it into account when calculating the sentence1,) . Ross Ulbricht is 
currently in prison with no less than two life sentences behind him, with no possibility of parole. One 
might say: strike one very good, to better educate a hundred more. In Global Politics and Strategy, a 
bimonthly journal of geopolitics, there is an interesting article entitled "Cryptopolik and Darkweb."(+13). 
In this piece, the authors analyze in detail the use of the tor network and the role bitcoin plays within it. 


It is written between the lines: 


"[...] to protect Tor's reputation, it is recommended that hidden-services be eliminated, at least in their 


current form" 


In the ocean of criticism of the darknet, it turns out that in a total of 5200 websites analyzed, just over 
15% are those using bitcoin for selling and buying drugs, and another 14% are those used for other 
illegal transactions. This might be frightening, but seen as a whole it means that as many as 70% of the 


transactions performed on the darkweb are absolutely 
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legitimate, and those who use tor do so essentially for security and privacy reasons. Ergo: banning 
bitcoin or the darknet would be like banning the dollar or banning Colombia. Just a little side note: 
bitcoin is not structured to be anonymous but is made backwards to keep track of all historical 
transactions through the blockchain. If this were not the case, how could they have acquired the 


evidence to arrest Ross Ulbricht? 


We Are Legion - or almost 

A few years earlier, in the meanders of 4chan, an imageboard initially created to share discussions 
about manga and anime, a group of users began to aggregate and coordinate for acts of computer 
hacking. Historically we trace the birth of this group on the /b/ board,+14, back to 2004 but actually the 
first egregious operation by which they rose to media prominence occurred in 2008. We are of course 
talking about anonymous;+15) , whose members are distinguished as those who in public wear the 
masks of Guy Fawkes, the famous terrorist who attacked the British Parliament on November 5, 
160516) . 


"We are anonymous. We are Legion. We do not forgive. We do not forget. Expect Us." 


It is, in essence, a unique but decentralized movement made up of a huge mass of people identifiable 
only by their ultimate goals: from trolling a radio Nazi who believes Obama is "genetically inferior" to 
rule the United States OF America, to lashing out at the Visa circuit underlying the operation of major 
credit cards. An entire generation has forged its ideas inherent in cyber freedoms in this environment. 
It is no secret that the ideas of free software, open access, and creative commons circulated freely on 
this board, but unlike reddit+17) , the network founded by Aaron Swartz, here they were explicitly 


talking about cyber attacks and trolling, not cyber freedoms in the political sense of the term. 


The anonymous, in the hacking world, have always been considered - LulzSec1g) and AntiSec are rare 
exceptions - as script-kiddies, that is, as kids with little experience in computer security, politically 
involved, but who in a group could organize themselves to hack and flood sites with a ddos et similia 
attack. When they decided in 2008, with Operation Chanology(+19) , to launch the attack on the Church 
of Scientology, for many - like me - watching from the outside, it was really a hoot. Releasing online a 


video+20) in which Tom Cruise, a famous member of the Church created by Ron L. 
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Hubbard, praised the doctrine's innumerable(?) potentials, planned a series of cyber attacks on their 
platform and continued to disrupt activities with phone calls, demonstrations in major cities across the 
States and constant raids. The damage received by Scientology was enormous. The Church was forced 
to change its type of communication, to revise security standards that the site seemed to lack at all, and 
to begin a long slope that would later lead it into decline. It was, in other words, a clear representation 
of how the Net, without any leaders, could literally imprint a major change in real society. But it was 


not all sunshine and roses. 


Pirates (so much) politics 

At the same time, in Sweden, in the far north of Europe, PirateBay (+21) was being shut down. Just two 
years earlier, two computer hackers had started a nonprofit that opened the richest and most extensive 
repository of torrent files there was on the Web. Bittorrent, after the fall of Napster and Gnutella, had 
become the most widely used P2P protocol for freely exchanging copyrighted files. In fact, after the 
well-known case of DeCSS, a software developed by young programmer Jon Johansen, it had become 
possible to decrypt even copyrighted DVDs on a Linux platform and then rip them into a single file. 
And with the arrival of high speeds, PirateBay had become a serious danger, as it turned out to be the 
source from which many users drew links from which to download not only music, but also movies, 
software and ebooks without DRM. Almost simultaneously, in January 2006, a Swedish programmer, 
Rick Falkvinge, posted on a forum a proposal for a political manifesto for a possible new party. The 
topics discussed were--finally--the removal of copyright laws, a radical change of laws related to file- 
sharing, the adoption of open source software in public administration, and so on. The Pirate Party had 
Just been born(+22) , a movement that, shortly thereafter, became one of the few parties to have a 


transnational outreach. 


"The Pirate Party, in its declarations of intent, does not take a position regarding right-wing or left- 
wing ideas. We are ready to support both social democrats and a non-socialist government. The only 
issue we are currently interested in is that the society of mass control be erased, and that culture and 


knowledge be made free." 
The party was organizing itself in forums, meetings, discussions, and bringing politics from the virtual 


to the real for the first time. In doing so it had adopted open source software both for building its 


online platforms, its websites, and for internal and external voting. For voting 


63 


online in particular-though highly discouraged-having open source and not closed- source software 
creates transparent standards and trust between grassroots and representatives. If today net neutrality 
and copyright reform are topics that political parties are trying to grab hold of, we owe it to the birth of 
the Pirate Party and its founder who, in unsuspected times, brought a topic hitherto relegated only to 
the net into real life. Not too dissimilar to what happened with the Green Party for issues related to 


environmentalism. 


The role of the new journalism 
In the famous movie "Matrix" written by the brothers - now sisters - Wachowski, Morpheus meets 
Neo for the first time and takes him, after disconnecting him from the network, inside a simulation 


program called "structure"x33) : 


"For a long time I did not want to believe it [...] Being able to see their limpid, gruesome accuracy, the 
evidence of truth leapt out at me. What is the Matrix? It is control. The Matrix is a computer- 


processed virtual world created to keep us in control [...]" 


Journalism is one of those classic complex systems that require multiple steps and multiple 
interactions to solve a problem. Treating it like a computer algorithm, we might say that it has its own 
inherent "computational complexity": data are collected, selected, interpreted, and reported as clearly 
as possible. In doing so, journalism is exercising itself in that complicated work of disclosure, which 
consists of trying to turn something written for insiders into a text that can be read by as wide an 
audience as possible. It is noble work, which does not-or should not-place the focus on the person 
doing it but on the recipient who receives its effects. 

Within the process that leads to the writing of an investigation, the Journalist is practiced in the search 
for sources, but this is often a problem that is not easy to solve. Sometimes one has clues, insights, but 
sources often remain hidden, double-locked, almost impossible to find. 


Pasolini in 1974 wrote(+24) : 
"I know. But I don't have proof. I don't even have clues. I know because I am an intellectual, a writer 


[...] who coordinates even distant facts, [...] who restores logic where arbitrariness, madness and 


mystery seem to reign." 
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The Internet, in this respect, has been a game changer. Sources that until a few years ago were difficult 
to unearth have become, with less effort, more easily accessible and analyzable. Journalism therefore 
has been transformed within modern society, leading to the emergence of grassroots journalism, 
crowfunded journalism, and data Journalism. ProPublica is a virtuous example of this: founded in 2007 
and funded-but not only really-funded by readers, it has been responsible for a number of 
investigations that have earned it four Pulitzer Prizes. In a time of crisis in publishing and the absence 
of true investigative journalism, this emerging phenomenon represents a real breath of fresh air for free 
information since it focuses no longer, as is the custom, on breaking news, but only and only on 


investigations that require time, patience, attention, and painstaking data collection(+26) - 


But there are data, important information, that are really hard to get. It's that top secret information, 
internal to security departments, that only a select few people have access to. But sometimes it 
happens that from inside the system someone has had enough and decides to release it. But how do 
you protect your anonymity? How to make the source anonymous and the documents public? It is at 


this point that Wikileaks is encountered. 


Mendax is back 

The domain wikileaks.org was registered back in 2006 to simply be a "wiki" where some classified 
documents related to the war in Afghanistan could be published. The founder was certainly not new to 
the news. In fact, Julian Assange was known in the cyber-activist world by the nickname 
"Mendax" +27). He became interested in both computer science and physics. He enrolled at the 
University of Melbourne only to drop out shortly before earning his bachelor's degree. At a young age 
he was convicted of illegally infiltrating Pentagon and NASA servers. One of the computer crimes he 
was always suspected of was the "Wank" worm attack during the launch of the Galileo probex2g) . On 


October 18, 1989, the words appeared on the monitors at the Kennedy Space Center: 


"You talk of times of peace for all, and then prepare for war." 


[You speak of a peaceful future for all, and meanwhile you prepare for war]. 
The system that Wikileaks proposed was very simple, though structurally complex(+29) : providing a 


platform where the anonymity and security of "whistleblowers" could be protected. The submission of 


the 
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sources took place thanks to the Tor system, which we mentioned earlier, which ensured a certain 
degree of anonymity thanks to the intermediate layers through which its data connection transits. It thus 
became a database of documents provided by virtually anonymous sources capable of destabilizing the 
narrative that national governments liked to provide about them. One of the first leaks that leapt to the 
headlines was the documents for the treatment of detainees at the Guantanamo Bay prison(30) . Those 
photos and confidential materials demonstrated the repeated violation of the Convention on Human and 
Citizen's Rights(+31) , which prohibited coercive torture methods to extort information. Following that 
operation, the site was first blacked out by the U.S. government but some of its mirrors such as those in 
Belgium and Ireland continued to survive. The battle of the "U.S. empire"-I chose the words advisedly- 
against Wikileaks was inaugurated from then on, in which Russia, following the well-known principle 


of "the enemies of my enemies are my friends," began to do its part by protecting Assange. 


Just a year later, Wikileaks was still making waves. In aid of the anonymous, who on 4chan had 
decided to engage the battle against Scientology, releasing something like 110 documents(+32) including 
original audios of Ron Hubbard describing the absurd story of Lord Xenu and the Thetans trapped on 
Earth. But it was only a few months later that the most egregious case occurred. In 2010 a simple 
soldier, a computer security officer during the Iraq war, released to Wikileaks as many as 700 
classified documents that marked the history of modern journalism. On the night of May 21-22, 2010, 
Adrian Lamo, a grey-hacker famous for, among other things, hacking into the New York Times server, 
was contacted by one Bradley Manning who claimed to be working in Baghdad as an intelligence 
analyst. Manning revealed that he had been confined to solitary confinement for behavioral problems 
and that for eight months now he had had access to classified information, seven days a week, 24 hours 
a day. In the days when Lamo received the chat, he was often away from the computer since he was 
still living in permanent housing. He did not like what he was reading, but let him talk anyway. And 


Manning vented completely(+33) . It was a very bad decision. 


Manning: I can't believe I'm confessing to you of all people. 
Manning: I have been isolated for so long. I just wanted to be nice, and live a quiet life, but events 
force me to look for new ways to survive. I'm smart enough to understand what's going on, but 


hopeless enough to decide what to do. No one seems to notice me. [...] 
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Lamo: So you decided to send the documents? Manning: 

Yes 

Manning: 260,000 in all. They were all stored in a central server. Lamo: 
What is your final plan? 

Manning: They have already been sent to 

Wikileaks Manning: And God knows what 

will happen now 


Manning: I want people to know the truth. Without information, you can't make informed decisions. 


On May 26, 2010, Adrian Lamo, having closed his laptop, immediately headed to the FBI(+34) to show 
the entire chat log. No one knows what the real motivation was-whether personal or coercive-but this 
action led, in a matter of days, to Bradley Manning's incarceration and a trial that threatened to see him 
sentenced to the death penalty for "attempt on national security." But that information was important. 
So important that Julian Assange, after receiving, verifying and selecting it, sent it to major 
newspapers that began publishing it one after another. Also included in those documents was a 

video +35) recorded from an Apache helicopter that, in New-Baghdad, showed military personnel 
machine-gunning unarmed civilians from above. It was released under the title "collateral murder," and 
in it it was unequivocally seen that the attack was a mistake: the military mistook a long photographic 
target for an RPG. Among the targets of the attack were elderly men, children, and two Reuters 


Journalists, Saeed Chmagh and Namir Noor-Eldeen. 


But many accidental mistakes were made in that war. Like the white phosphorus attack-discovered by 
Italian journalists Torrealta and Ranucci-that lit up the night of the entire city of Falluja in November 
2004. Who, then, is the culprit? Those who release classified information or those who commit war 


crimes? 


Androids may no longer dream 

As the Internet entered everyone's homes and personal computers became everyday objects, another 
revolution was taking place: the Internet was slowly becoming "pocket-sized." Well before Iphone and 
Android, there was Apple Newton(+36) . It was 1993 and Apple developed this small series of very 
expensive devices that allowed, for the first time, for a function that would become popular what year 


later: the HTR - Handwritten Text Recognition - that is, the ability to be able to 
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writing on the screen as one would on a sheet of paper. The most popular device among those in the 
series was probably the Messagepad, which used a proprietary programming language in order to build 
its internal applications. It was considered innovative for its time but was soon surpassed by handhelds 
that supported PalmOs37) , because of their ease of use and pioneering appearance. In particular, 
version 2.0 introduced support for TCP/IP, which then allowed the handheld to be able to connect to 
the Internet. PalmOs became particularly popular in the hacker community for a tool called 
HackMaster+3g) that allowed third-party applications to be installed to make the PDA of choice do 
virtually anything that was technically possible. It was a resounding success, and the open source 
community contributed immensely by producing tools and hacks of all kinds. Symbian also played its 
part at that time, and Nokia adopted it as the main operating system for its devices. Also implemented 
was the WAP protocol +39) which allowed access to applications, systems and web pages written 


specifically to be visited from the mobile platform. 


For many years the situation stabilized and the pocket internet remained something for a few 

followers. The year 2007 arrived and from Cupertino, California, Steve Jobs amazed everyone with the 
presentation of the Iphone, a new device(+40) that included within it a phone, a system for surfing the 
Internet and an application for listening to music. It was a huge marketing success: thousands flocked 
to Apple Stores and the same scenes of hysteria were repeated at the release of each new model. 

It seemed almost impossible to live without an Iphone. Despite the amazement, however, this was 
somehow justified. It seemed that the future had crossed the threshold of the present and arrived in 
everyone's homes. The Internet in the palm of one hand, simple and with multi-touch. But the Internet 
was not invented with the Iphone, just as listening to music was not invented with the Iphone, just as 
mobile GPS was not invented with the Iphone, just as the camera was not invented with the Iphone, just 
as the telephone was not invented with the Iphone. But it was that unique, all-in-one system that amazed 


everyone. 


Iphone became so popular that all the IT bigwigs were forced to chase. Even Microsoft tried, only to 

fail miserably. And Google, from Mountain View, made its move. With a much leaner and much more 
technical presentation than Steve Jobs made, in 2007, with a low-res video on the Android-Developers 
channel, Sergey Brin and Steve Horowitz presented an open source operating system based on a Linux 
kernel modified for mobile platforms. It was called Android&41) and an SDK was released on which to 


build the first applications. 
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The words "Linux" and "open source" acted as a red herring. The XDA-developers community began 
to work hard on the system, and the first alternative ROMS, the first root systems4,) for Android, the 
first modifications and customizations were born. And while people were playing catch-up on system 
vulnerabilities and rejoicing over a Linux that had arrived on mobile, very few realized that we were 
witnessing the evolution of an IT giant that would change its motto from "don't be evil" to "do the right 


thing"(+43) . Who would decide what would be the right thing to do remains to be determined today. 


Twitter is not Rousseau 

When Jean Jacques Russeau, French philosopher and innovator of political thought, published his 
"Social Contract" +44) in 1762, he offered the prospect of an ideal democratic state and the idea that man 
was, by birthright, free and not destined for slavery. In Ancient Regime France, where the States 
General had shown how widespread crisis and poverty were within the kingdom, those ideas quickly 
caught on in literary circles. Led by Jacobins, on July 14, 1789 a group of revolutionaries headed for 
the Bastille fortress (+45) . The French Revolution had begun, which would soon lead to the 


establishment of a first Constitution and the fall of the monarchy. 


Over the centuries many social revolutions have intersected the course of history. But the one that, by 
far, drew media attention as the social revolution, or rather the "twitter revolution" +46) was the one that 
took place in Iran in 2009. Mahmoud Ahmadinejad, the then Iranian president, a conservative 
politician and blessed by Ayatollah Khamenei, was running for his second term. His opponents, 
Mousavi and Karroubi, progressives and representatives of the Green Party, opposed his reelection and 
presented a reformist program based on the idea of reorganizing the country from a secular perspective, 
with support for nongovernmental organizations, attention to human rights, improving the status of 
women, educational reform, and so on. Quite a dream for the land that had experienced glories under 
the reign of Persia. International observers had already reported irregularities well before the election 
round, but when the day came, the results were provided just two hours after the polls closed, and this 
appeared objectively very suspicious. Ahmadinejad's victory generated discontent among the 
population, who began to take to the streets protesting against the newly elected government. But there 
was something new compared to the protests we had experienced until then: people coordinated 


through social-media, and in particular 
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through twitter, which also allowed protest to be communicated through mobile platforms. The 
combination of the pocket Internet and new social media was an explosive menu. And the same 
phenomenon occurred similarly just a year later when a series of uprisings started from Tunisia that 


marked a global event, remembered by history as the "Arab Springs."47) . 


There were some, however, who fleeced that revolution, and especially the tweets that apparently 
originated from Iran. Analyzing the data+4g) , the Sysomos Institute found that just under 1 percent of 
the tweets had originated from Iran, while the bulk came from Europe, the UK and the US. This was 
evidenced not only by the geolocation of the accounts, but also by the language in which they were 
tweeting. In fact, the Iranian accounts were communicating in Farsi - a language commonly spoken in 
Iran - while the others were communicating in English, as if Iranian citizens living abroad were 
supporting their friends and brothers at home who were struggling to have an accomplished democracy. 
Or perhaps there was more to it than that? 


Evgeny Morozov in his book "The Net Delusion"®21) wrote: 


In the collective euphoria that captured the Western media during the events in Iran, voices in dissent 
received far less attention than the twitter revolution narrative did. [...] Hamid Tehrani, editor of 
Global Voices wrote "the West had not paid attention to the Iranian condition, only to the role that 


technology was playing." 


Indeed, it should always be kept in mind that the equation "internet, more technology, more 
connection, equals more democracy" is ideologically wrong. If it were true that more internet equals 
more democracy, with all the tools we have, with the interactions, with the dozens of social networks 
we have at our disposal, we would have changed the world long ago. But there is always the human 


factor that gets in the way. And that's what needs to be worked on. 
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Chapter 5 - And the people who will pass away 


Employees or Citizens? 
In November 2004 Beppe Grillo, a well-known Italian comedian, announced in the afterword to the 


book "Regime" written by journalist Marco Travaglio: 


"In the next show, I have decided to do politics myself. [...] Now I want to combine theaters and the 
net, that is, the Internet. To do politics without intermediaries, without politicians [...] I am launching 
a political movement that, to begin with, aims to move a million people. We will call it 'By popular 


outery!" 


A bit of history. In early 2004, Casaleggio Associati, a web marketing company, had contacted Beppe 
Grillo proposing that he start a blog. Riding on the indignation about Italian politics typical of that 
period, they would center their attention on representing that part of the country that saw the so-called 
"caste(+)) of politicians" with smoke in their eyes. Casaleggio was far-sighted: in order to pass it off as a 
movement born "from below," she stimulated the creation of groups called "friends of Beppe Grillo" 
on the Meetup platform, which were then the starting point for that party that became the "SStelle 
Movement" in 2009. Its creation from scratch was thus very reminiscent of the birth of Forza Italia 
from the Mediolanum clubs, but this time it was acted out using the web, a platform that still had the 
name of being free and independent. Nothing to do with initiatives like the Pirate Party we have 
already mentioned, which was really born from the bottom up on the basis of a manifesto written by 


many hands. 


This was one of the first times when marketing strategies had shifted from old media to new media. And 
this was certainly interesting but at the same time very dangerous, because it saw slowly the loss of 


meaning of what the Internet had meant until then, with its 
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background structured around cyber-activism. One had to have a long memory to remember it, and in 
many people that memory, slowly, had disappeared. It was in simple terms a successful experiment, 


and that political laboratory was studied and analyzed thoroughly. 


Oh My Barack 

One of the first politicians who understood how to use the Internet and social media to create an 
extended electoral base was then Illinois Senator Barack Obama. During his first bid for the presidency 
of the United States of America, his election team launched a tool called MyBO - My BarackObama3) 
- which helped the creation of support groups and field events. The platform received a number of 
criticisms 4) because it gave access to rather sensitive information such as addresses and biographical 
data of potential voters. As if it were a Kind of Facebook but outside of Facebook. It is certainly no 
coincidence that one of the strategists of the 2008 presidential election was Chris Huges himself, 
former co-founder of Facebook, from whose experience he had probably imported all the social 


dynamics. In fact, on his blogs) he wrote: 


"The magnitude of this community and the value of its work is unprecedented. Individuals from more 
than 50 states have created more than 35,000 groups and initiated more than 200,00 events around 
the country. [...] So there is no doubt that these local events plaved an important role in last 


Tuesday's victory [...]" 


Similar dynamics occurred again in 2012 when Barack Obama ran for his second term. This time the 
app had a different name: Obama For America«6) . About a million people registered, and to 
synchronize users' profiles with metadata on Facebook, it was decided to use the first version of the 
"Facebook Graph-API."(+7). To clarify further, an API is literally a "piece of code" belonging to a 
platform that can be called from another system to invoke some of its internal functions. But in this 


case there was more than one problem. 


That simple piece of code, in terms of privacy, was really a sieve. Prompted by the criticism that 
came from the media, in April 2015 Facebook was forced to make a quick fix(+g) by introducing an 
initial change in version 2.0, and thereby reducing by as much as 50 percent the data to which the 
API could provide access. An improvement, to be sure, but one that blatantly showed a non- 


technical audience that user metadata was the true asset of the blue social network. 
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But what had prompted Facebook to retrace its steps and change its API? 


That remorse that changes the world 

Edward Joseph Snowden was born in July 1983 in the United States to a family of humble origins. 
Following in the footsteps of his grandfather, an admiral with the Naval Fleet and later a U.S. 
intelligence officer, he first worked at the CIA and in 2013 was hired as an external contractor at an 
NSA facility based in Hawaii. In his autobiographical book "Permanent Record"#22) Edward 


Snowden writes: 


"When I met him, the Internet was something different. It was a friend, a parent, it was a 
community without borders, one voice and millions of voices. [...] But the Internet as we know it 
today is unrecognizable, and has become the result of a systematic control of the few over the 


many." 


During his time in the U.S. intelligence community, Snowden came into contact with different 
technologies and different programs that made him reconsider the true intentions of counterterrorism 
surveillance. In 2007, internally at the NSA, he raised his doubts while being repeatedly ignored. In his 
view it was coming to control the entire world population. The systems involved ranged from internal 
search engines structured to intercept private communications of free citizens, to interfaces that allowed 
access to private chats, emails, data transfer, video conversations, social network data and so on. From 
a surveillance system that was, in the past, carried out with all possible techniques but by way of 
exception, we had moved to a global espionage to which all citizens of the world were subject, 
willingly or unwillingly. Much worse then than the old Echelon, much worse than any system known 


up to that time. 


The Internet had given a huge competitive advantage to the NSA and CIA who had not stopped at the 
restrictions of FISA - Foreign Intelligence Surveillance Act - but had extended their searches to a 
global range. Counterterrorism, then, had trivially become the excuse not to isolate members of Isis or 
Al Quaeda;+9) but to create a personal archive of anyone active on the network. Metadata had become 
unconventional weapons rather than technological tools. So it was that in 2013-after trying in vain to 
warn his colleagues and superiors about the risks that were being taken, and about the fact that they 


were contravening the very principles underlying the 
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U.S. Constitution - Snowden took a few sick days to recover from a new bout of epilepsy and flew to 
Hong Kong to meet with journalist Glenn Grenwald and video maker Laura Poitras(+10) . Here, in a 
hotel room, Edward Snowden revealed his truth. He handed over an archive of data that contained 
within it both classified information and a well-moderated index and glossary to allow those 


documents to be searched in a coherent manner. Writes Greenwald in the book "No Place to Hide"23) 


"The archive provided by Snowden was literally immense. [...] The surveillance programs were 
structured to act primarily on the American people, but dozens of countries around the world were 
affected. Typically allied countries such as France, Brazil, India, and Germany were affected by this 


indiscriminate mass surveillance." 


Those revelations were explosive. The Guardian and the New York Times came out with the first 

documents on their front pages11) , and in the following days the news went around the world. This 
embarrassed the U.S. government, which, without waiting even a day, accused Snowden of plotting 
against national security, which subsequently forced him to flee to Russia where he sought political 


asylum. 


One ring to tame them all 

The United States was part of an international consortium called the "Five Eyes Alliance"+12) of which 
the United Kingdom, Canada, New Zealand and Australia were also members. This meant that each 
network partner could share with the others all the data collected without having to ask through official 
channels. The amount of revelations turned out to be enormous. A rough analysis by then-NSA 
director Keith Alexander estimated the amount of leaked documents to range from 

50,000 up to about 200,000. 


The surveillance programs described were innumerable. PRISM +13) for example, probably the most 
extensive of all, was capable of intercepting emails, private chats, voip calls, logins and details 
belonging to data on social networks. In a pdf presentation shared in the Guardian by Journalist Glenn 
Greenwald, we read how many service providers and information technology companies were actively 
collaborating on the tracking. They range from Google, Yahoo, Facebook, Microsoft all the way to 
Apple. In the STORMBREW system, on the other hand, the NSA had access to data 
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directly from fiber optic cables, without going through service providers, which worked as highways 
through which information passed. XKEYSTORE 14) on the other hand was definitely the scariest. In 
fact, we are talking about a powerful front-end that collected all the metadata passively and, through a 


search engine not too dissimilar to Google, allowed access to the entire available archive. 


Imagine, then, that you were an official and had to track a person suspected of terrorism: through your 
investigations, according to the revelations released by Snowden, you could have the ability to monitor 
an amount of people that came to cover the entire world population. AIl this was done without the 
public's knowledge, with the endorsement of the U.S. government and with the cooperation of the big 


companies in the IT world. 


It was therefore understandable why there was extreme government opposition to encryption systems 
in communications and to any tool that allowed for a minimum of privacy. XKEYSTORE technically 
worked on a RedHat platform and Mysql database, and was so extensive that as many as 700 servers at 
over 150 sites were scattered around the world. However, do not think that only the United States had 
access to this system. From the data shared by Snowden, as many as four nations had already had 


access to that platform: they were Germany, Sweden, Denmark and Japan. 


It should also be emphasized that one program did not exclude the other. To gather the most detailed 
information possible, PRISM, XKEYSTORE, STORMBREVW, and others were used simultaneously, 
and when an NSA security officer had permission to do a search, these turned out to be very important 


tools for interweaving the recipients' metadata. 


So let us assume that the ultimate goal is solely and exclusively terrorism, and let us assume that it is 
entirely legal, for more or less lawful purposes, to track all citizens in search of evidence of crimes that, 
perhaps, one of their contacts has committed. The question is, what happens if such a system falls into 


the hands of someone who decides to use it for other purposes? In Snowden's words(16) : 


"To say I don't care about privacy since I have nothing to hide is like saving I don't care about freedom 


of expression since I have nothing to say." 
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Who of Brexit strikes 

While the world was discussing violated democracy, the independence referendum 17) was taking 
place in Scotland, and in the United States President Obama was running for his second term(+1g) , what 
the media later called the alt-right was growing on 4chan forums(+19) . Born out of the aftermath of the 
2008 economic crisis, slowly, first on the web and then in real life, a feeling of revenge against what 
were called the "strong powers" and a desire to return, culturally speaking, to the past had spread. The 


hub that connected all these worlds was an American site called Breitbart News(x20) . 


Born in 2007 from the idea of Journalist Andrew James Breitbart, co-founder of the Huffington Post(+2)) 
, It was taken over in 2012 by Steve Bannon after the sudden death of its founder. From here, Bannon 
transformed what was exclusively one of the landmarks for the U.S. right into a larger and more 
expansive one for all the world's right-wingers. By coddling the most boorish ideas such as white 
supremacism, anti-Semitism, homophobia, and all-out conspiracies, Bannon created an empire from 
which all the populist movements that were experiencing their heyday in those years began to draw 


inspiration. 


In Europe in particular, where the sub-prime crisis had crossed the ocean, a strong sentiment of 
euroskepticism+»2) was arising and slowly crossing all national borders. Parties such as UKIP in the 
United Kingdom, Front National in France, Alternative fiirr Deutschland in Germany, and Fratelli 
d'Italia in Italy represent some examples of national right-wing parties that were exploiting the moment 
of economic and social crisis to advance in the polls. In the United Kingdom in particular, the Tories, a 
traditional liberal right-wing party, were seeing their attractiveness waning against the party founded 
by Nigel Farage that proposed Britain's exit from the European Union. So it was that on the eve of the 
2015 election, David Cameron, then prime minister and leader of the Conservative party, promised the 
British people a referendum on Brexit in order to pick up some undecideds who would otherwise vote 


for UKIP. 


On June 23, 2016, British citizens were thus called to the polls: as many as 52 percent of the vote went 
in favor of leaving23) , thus effectively severing the link that the United Kingdom had established 
since 1973 with the Union. It certainly gives one pause for thought that the day after the vote, 
analyzing data provided by Google Trends, the most popular search in the United Kingdom was "what 


is the European Union?"#24) . 
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Facebook doesn't like Cambridge 
During an investigation initiated by Channel4, a major British television channel, Mark Turnbull, 


managing director of Cambridge Analytica stated(+24) : 


"There is no advantage in focusing an entire election campaign on facts. Basically it's all based on 
emotions [...] The big mistake political parties make is trving to get the upper hand on the issues instead 


of identifving the emotional center of the problem." 


Let's go step by step. In 2015 a data-scientist hired by Cambridge University was hired by a British 
company called Cambridge Analytica. His task was simple: to produce an app that could extract 
preferences, likes, and any information possible from profiles on Facebook. The purpose, from what he 
was told, was purely academic. Standard profiling he was told. And so Alexander Kogan worked on 
the code, titling it "This is your digital life" 25) . I{ you remember well what we said earlier, this was 
not the first time a Facebook API was used for election purposes, but there was a small and not 
insignificant piece to be added. From Facebook's policies, as soon as the user received the result of his 
or her test on the screen, unless specifically stated, the data itself would have to be deleted. However, 
when Christopher Wylie, an outside contractor working for Cambridge Analytica, received it, he did 
not delete it at all, he retained it in the database and began, as the jargon goes, to micro-target the 
affected profiles. In the psychological profiling of 87 million (+26) accounts - yes, 87 million - they 
would also try to divide the subjects into micro-groups according to interests, membership categories, 
political preferences and more. The idea was to be able to have a base from which to send personalized 
messages so as to achieve maximum results with minimum effort. While programmers and analysts 
worked on lines of code, data and algorithms, Alexander Nix{+27) , the CEO of Cambridge Analytica, 


commanded the whole orchestra. 


Something else was happening in the political sphere. In 2015 the Brexit election campaign was about 
to start and Nigel Farage+2g) , leader of UKIP and the Leave.eu project,+29) , contacted his close friend 
Steve Bannon. The latter had just taken over Breitbart News and happened to be a board member of 
Cambridge Analytica. It doesn't take a scientist to make the connection: on Bannon's recommendation, 


Alexander Nix's company immediately took action to help the campaign for the UK's exit 
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by the European Union. The positive results proved that Cambridge Analytica's strategies, although 
rather fraudulent, were effective and could work to perfection. User metadata had thus become not 
only digital gold for Facebook but also for third-party companies that used it at will to influence 
political trends. After all, having a centralized system from which to extract data does not benefit the 
end user but only companies and governments that can fish with little effort in a sea full of fish. It was 
only through a stupendous investigation by the Observer(30) and Channel4 that the deception was 
uncovered, but not before witnessing another Cambridge Analytica masterpiece: the election of then- 


businessman Donald J. Trump to the presidency of the United States. 


The controllers' vault 

William Gibson is one of the writers in the history of science fiction who helped shape the literary 
genre we call cyberpunk. I often like to think back to his vistas, his descriptions, his dystopian 
universes, precisely because better than others he was able to give you a sense of what the future 
would be like for him. Sometimes - but only sometimes - I would like the present present to be similar 
to the universe described by Gibson. At least in Chiba City +31) if your brain had been damaged by a 
mycotoxin, somehow getting back into the matrix wasn't exactly that easy. In the second chapter of 


Neuromancer?4 , a successful book in the famous "Sprawl trilogy," it can be read: 


"Cyberspace. A consensual hallucination experienced daily by billions of operators in every nation. A 


graphical representation of data extracted from the archives of every computer [...]" 


In 2017 Julian Assange, the founder of Wikileaks, began circulating a new set of documents. An 
immense, endless amount that forced Wikileaks to publish them in several parts by including a kind of 
internal search engine to track keywords. These were classified documents that described, page by 
page, a range of programs that U.S. intelligence services used to break into the devices of unwitting 
citizens. They ranged from smartphones from Apple and Google, computers with Microsoft Windows 
on board, or even SmartTvs from Samsung. Tools for operating systems such as Linux or FreeBSD 
were also included. The archive was called Vault7(+32) - vault for vault - and its contents turned out to 


be literally frightening. It was published in 24 parts, each with a codename. It is not exactly clear who 
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had access to those documents. From rumors we know that it may have been a well-known group of 
hackers called "The Shadow Brokers"33) who, by infiltrating the computers of the "Equation 
Group"+34) - another group with unclear links to the CIA and NSA - would have gained access to that 
data. 


We also know that in 2016, when the hack happened, a number of samples were published on the 
darknet offering these documents on the black market in exchange for bitcoin. We also know that 
Edward Snoden stated that the hack may have had a link to Russian intelligence, while instead James 
Bamford, a cyber-security expert, stated to Reuters that it may have even been an inside job+35) of the 
NSA. So no one knows what happened, everything is really very hazy, but we do know two things for 
sure. The first: the stolen documents were not recent, and were dated to about three years earlier. The 
second: the documents certainly came into the hands of Wikileaks from anonymous sources. Year zero 


had arrived. 


Year-Zero 

This was evidently not the first time Wikileaks had been involved in such publications. Since 2011, 
with the start of SpyFiles(*36), Wikileaks had even unveiled correlations between private companies 
and U.S. intelligence services. In 2015 for example, information was being leaked regarding software 
created by the German company Finfisher+37) that acted as backdoors to remotely access systems. The 
three tools acted together to transfer data from the attacked to the attacker in encrypted form and were 
also capable of anonymizing traffic. The curious part of this whole story is that German Chancellor 
Merkel, once she knew of the U.S. intelligence interest in spying on her conversations, was outraged 
and expelled a CIA officer+3g) involved in the story from the U.S. Embassy in Germany. This, read 
through today's eyes, has at least the sound of ridicule. For we know that Germany itself was one of 
those nations that accessed and used those tools. As James Clapper39) , director of National 


Intelligence, declared in 2016 to the U.S. Senate: 


"In the future, intelligence services could use the Internet of Things to identify, surveil, monitor and 


locate" 


It's a long list that has been released by Wikileaks, but let's try to put it in some order. 
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DerStarke +40) : designed for Mac systems, and capable of surviving even if you format and reinstall 
the system. It is structured to stay on firmware and is used in conjunction with two other tools: 
NightSkyes, which acts on user space, and SeaPea, which acts directly on the Kernel. It is used as a 


tool to interact with the remote machine and execute code. 


Grashopper(*41): internal NSA platform structured to create malware for Microsoft Windows systems. 
It has the ability to make some old malware editable, edit it and add predefined modules. News of the 


existence of this tool had been known since the leak containing the Hacking Team emails. 


Hive(*42): back-end infrastructure in https used to extract information from the target to execute 


commands remotely. From technical analysis it appears to be undetectable in any way. 


Weeping Angel,+43) : designed to be installed on Samsung SmartTVs. The main features are that it 
can record audio and video remotely without the user's knowledge as a kind of spy bug. Originally it 
seems to have been produced by the British intelligence services, and then modified and improved by 


the U.S. intelligence services. 


Scribbles(+44) : designed to insert invisible and potentially harmful data, images, links on Microsoft 
Office documents. However, if the same document is loaded with the LibreOffice or OpenOffice suite, 


the added code is visible in plain text. 


Archimedes+45) : script capable of redirecting all internal LAN traffic to an infected computer and 


displaving it on screen remotely. 


Pandemic +46) : script capable of modifving the code of some pre-existing programs so as to turn them 


into malware and spread them over the entire LAN. It runs on Microsoft Windows systems. 
CherryBlossom+47) : created to take control, modify router firmware, and redirect all LAN traffic. 


Prominent among the infectable models are those from Motorola, Linksys, D-link, and Belkin. Along 


with two other tools, BrutalKangaroo, which allows you to create an internal subnet, and 


83 


Elsa, which allows the MAC address to be extracted from every connected machine, is able to select 


traffic intelligently. 


OutlawCountry +43) : script created to be installed on Linux machines and capable of working as a 
Kernel module. It backgroud modifies the netfilter framework and is capable of on-the-fly rewriting 
the iptables firewall rules. 


BothanSpy +49) : a script created to extract information, access, credentials, even GPG and SSH keys 
from Windows machines and send them directly to a central NSA-controlled server without leaving a 
trace on the hard disk. GryFalcon has the exact same functions but is instead structured to work on 


Linux machines. 


Highrise,+50) : tool installable on Android platforms, capable of acting as a proxy-sms, creating hidden 
communication channels. It basically redirects sms messages from a given target to another one 


predefined by the attacker. 


Aeris(+51) : series of scripts in python capable of working on posix systems-in other words, Linux, 
FreeBSD and Solaris-by modifving the source code of programs installed on the machine. It is 
capable of sending output to a remote platform and changing the transmission time between the 


packets themselves. 


CouchPotato +5) : a tool capable of recording jpg images and avi videos from an infected device - 


sessions, browser usage, webcams, and more - to be later retrieved by the attacker. 


While there was nothing new about this - intelligence services are known to act in any way they can to 
achieve their ends - this raised more than one problem. Here we are no longer talking about national 
security: here we are talking about global control. Terrorism had become a pretext through which to 
carry out unprecedented mass monitoring. And it was a dangerous precedent: cyber tools had abruptly 
turned into technical expedients for bypassing laws passed through democratic processes. In the book 
"The Wikileaks Files"®25 written by Julian Assange there is a very interesting list of politicians spied 
on by the United States shortly before multilateral meetings such as the G$ or G20. Rhetorical 
question: is this not also an issue of democracy? Wouldn't it require an immediate reaction from 


everyone? 


84 


About democracy 

As we have already mentioned, when the U.S. election campaign took place in 2016, Donald Trump 
placed it in the hands of Steve Bannon;«53) . This time, too, Cambridge Analytica's techniques still held 
sway, and Trump's challenger, Hillary Rodham Clinton+54) , was attacked heavily and without 
discount. But, at some point, something new happened that literally changed the course of the election. 
Shortly before the vote in fact, Wikileaks published as many as 30 thousand;+s5) private emails from 
the personal account of the Democratic candidate. They contained personal information, details about 
covert operations carried out in Syria, inappropriate opinions about the second Democratic candidate 
Bernie Sanders. When the investigation was launched moreover, it was discovered that many emails - 
by mistake? 

- had been deleted from the primary server. This, at election time, had its deflagrating effect on the 


electorate. 


In the analysis carried out by Secureworks, a cybersecurity firm, there is a strong suspicion that two 
Russian cyber-espionage groups were behind the leak: the CozyBear and the FancyBear. Based on 
these assumptions, to postulate that Russia was trying to sabotage the election and that Assange was 
acting on Putin's orders, for the media was indeed immediate. The truth is that there are only suspicions 
but not certainties. Certainly, however, this radically changed the course of the U.S. election, thus 
putting in a bad light the founder of Wikileaks himself who, until then, was regarded as a hero by much 
of public opinion. But Assange had done exactly what an ordinary journalist should have done: publish 
and protect sources. Yet, from the world of free information itself, he was blamed for the unforgivable 


mistake of allowing a mad splinter like Trump to come to power. 


I see dystopias of a dystopian world: here we are walking on a slippery slope where we demand 
that free press and free expression are no longer fundamental rights but powers that must be 


managed from above. 


Even APIs in their own small way 
When the well-known pandemic due to Sars-Cov-2(+56 began to spread in Whuan Province in late 
2019, people struggled to recognize it. China delayed the communication of information, governments 


took action without much conviction, and so Covid-19 had plenty of time to 
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spread and mutate. On March 11, when it was clear to everyone that the problem was damn real and 
was infecting the whole world, the WHO finally declared the pandemic +57) . It was only then that 
policy began - while waiting for the vaccine - to implement measures such as masks, lockdowns and 


social distancing. 


When the pandemic was announced, something surprising happened: most of the work pertaining to 
Covid- 19 and variant isolation was published in open access(+5g) so that the time frame was accelerated 
and information disseminated quickly. This was a remarkably rational decision: after so many 
mistakes, we had finally learned from the past. A little less than a year later, the first vaccines entered 
the trial phase and we began to emerge - slowly - from that dramatic phase that seemed to have no end. 


But there was also something else, and this is where information technology comes in, again. 


One of the requests from the scientific community was how to quickly identify the infected+59) so as to 
prevent-or at least slow down-the spread of the virus. The reason was simple: although mortality was 
fortunately low, the infection curve continued to be very high. For this and many other reasons, 
Covid-19 could-if not identified quickly-have spread to seven and a half billion humans. So one of the 
many solutions proposed - it was still navigating by sight - was a smartphone app(+60) that would allow 
people to register and report infected people they came in contact with. On the part of the WHO there 
were various ways to achieve it: using open, decentralized protocols such as DP3T 61) , perhaps 
developing an app in open source, releasing the source code on platforms such as Github. But this did 


not happen at all: each government was left free to choose whether and how to implement it privately. 


However, there was still a small problem to be solved: how to make different platforms talk to each 
other? The main knot that the developers had posed was that the Bluetooth system between Android 
and IOS-the world's most popular mobile operating systems-had difficulty transferring information 
consistently. Hence the need to quickly create a new common framework to work on. Google and 
Apple took immediate action and, less than a month after the pandemic was declared, released the 
"Exposure Notification" (+62) . Through this working document - really well written I must say - two 
APIs were provided: an internal one for using the Bluetooth protocol and one for storing and 


exchanging covid data between different devices. It was certainly a good starting point. 
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But people did not take it very well. Downloads of apps made for this purpose ranged between twenty 
and thirty percent in many nations, and furthermore, independent analysis showed that not everyone 
among those who had downloaded it had then decided to activate it for tracking. This is hardly 
surprising: democracy is also a system of trust between individuals and institutions, and that trust, to 


have it in return, must be previously earned. 


The answer is not censorship 

During Trump's four-year term, it would not have been easy for an alien visiting Earth to understand 
what was really going on. In the meanders of Reddit, a group - the Qanon+63) - was beginning to 
propagate the idea that the world was being dominated by some characters involved in dark satanic 
rituals, linked together in so-called "pedophilia circles," night-time adrenochrome drinkers and devoted 
to the ritual of Kabbalah. The ultimate goal? To control the world to implement the "new world order." 
It makes one laugh as it is without adding more, but there is actually much more to it. Those who put 
out these delusional hoaxes were almost certainly inspired by a 1999 book written by the Italian 
collective Luther Blisset+64) called "Q" and their famous 2001 book/investigation "Let the Children". 
Evidently, however, this is not surprising: there is always a simple answer to a complex question - but 


almost always, unfortunately, it is wrong(65) -. 


The arrival of the pandemic, the worsening economic situation, and the hypothesis - never proven - 
that Sars-Cov2 was purposely spread by the Wuhan Virological Institute, quickly aggregated the 
supporters of borderline ideas who identified Trump as a kind of so/dier/hero fighting against the 
deep-state(«s6) . The high point of this process occurred precisely in 2020 when "The Donald" ran for 
his second term. His defeat - predictably - was by a narrow margin, both in preferences and among 
large voters, and then, among Trump supporters, the idea of conspiracy began to spring up: the 
election had been rigged and the postal votes manipulated;+67) . If this had remained on the web little 
harm. 

Instead, as happened in the pizza-gate case(+6g) - where a fake-news had turned into a real event 

- this generated, on inauguration day, the famous attack on Capitol-Hill(+59) . Hundreds of supporters 


went to Washington to listen to Trump, who from a stage soberl/y declared: 


"You will never take back our country with weakness. You must exhibit strength and you must be 


strong [...] If you do not fight like hell, there will be no country left for you." 
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There were 4 deaths, 13 injuries, 52 arrests, and a general feeling of bewilderment throughout the 
public. In unison Facebook, Twitter, and Youtube censored Trump by shutting down his&*70) account, 
thus generating an unprecedented situation. Were they private companies, social networks, or had they 
abruptly become publishers? This created a problem that had to do with the now centralization of the 
Internet in the hands of a few monopolies: the democracy of the states was beginning to delegate part 
of its effectiveness to private decisions of private bodies. The web had changed far too much, and we, 


from the outside, had participated in its evolution more as spectators than as major players. 
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Chapter 6 - They will tell me what a beautiful flower 


The concept of individual responsibility 

Piero Calamandrei was an extraordinary figure for Italy. A jurist, university professor and antifascist, 
in 1945 after the fall of the regime he participated in the work of the Constituent Assembly as a 
representative of the Action Party. In a famous speech +1) delivered in the fresco hall of the Società 


Umanitaria in Milan he said: 


"However, you see, the Constitution is not a machine that once set in motion goes on by itself. [...] for it 
to move you have to put fuel back into it every day; you have to put commitment, spirit, [...] your own 


responsibility into it." 


Let us now do an exercise in style. Let's try replacing the word Constitution with something else and see 


how it sounds: 


"However, you see, Information Democracy is not a machine that once set in motion goes on by itself. 
[...] for it to move you have to put fuel back into it every day; you have to put commitment, spirit, [...] 


your own responsibility into it." 


One of the philosophical principles that over time has allowed me to live in the most balanced way 
possible - with my many but many limitations - is stoicism9 . I encountered it in passing when I was 
in schools, but it was only by interviewing Massimo Pigliucci and following the podcast of which he 
was the host-"Rationally Speaking"-that I got hooked on it. Since Bertrand Russell, in fact, led me 
astray on the path of atheism +») and Carl Sagan on the path of science?) it was very easy for this 


philosophy to become part of my "multiple personality family." 
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Stoicism can be traced back to 300 BC when Zeno of Citius, in old Athens, taught it to his disciples in 
the agora. Imagine you have a beautiful garden +3) full of plants and trees. In order to have good fruit 
you will have to fertilize the soil and, at the same time, fence the garden off from outside 
contamination. In the previously described metaphor provided by Chrysippus of Soli, fruits represent 
ethics, soil represents physics, and fences represent logic. Ergo: the rules of nature provide the manure 
for the plants from which the ethical rules arise, but in order for our garden to grow pristine and 


flourishing, we must protect it with the rules of logic. 


By remaining centered on the pragmatism of ideas and the productivity of our actions, it follows that, 
in our lives, it is more useful to focus only on those aspects we can directly control. Believing, then, 
that the world is a cloaca maxima -- made up of bad people plotting behind our backs -- might also be 
true, but occupying one's life talking about it without doing anything concrete to change the state of 
affairs technically turns out to be a waste of time. The only impact we can have on the world around us 


is through our lives, our example, our actions. 


Let us therefore reverse the point of view: if the big biggies of the IT world have taken over, the 
responsibility is not "theirs" but "ours." However, it is not impossible to make a change: we need to 


take back the principles of the founding fathers of the Internet and restart a movement from below. 


Light as a Container 

Do you have in mind those images of "server farms" with long hallways crammed from right to left, 
with lots of little lights going on and off like Christmas trees? Well, if you think that each "hard drive" 
corresponds to only one server, well you are wrong. Computing over time has become so lightweight 
that each piece of metal attached to a motherboard can correspond to dozens or hundreds of systems 
working together. They are called "virtual machines"(+4) and are technically used to optimize resources. 
Everything is based on the principle of overbooking. Let's take an example: for each flight, each airline 
normally puts more tickets on sale than its total capacity. This is based on the assumption that, 
statistically, not all passengers will board: some will cancel their tickets, some will arrive late, and 


some will perhaps have mishaps. 
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If we translate the same principle into the IT field, we will not always use all virtual machines at full 


power. Consequently, we will have huge resource savings and, not insignificantly, huge cost savings. 


In recent times also, transportable systems, different but very similar to virtual machines, called 
"containers" have emerged +5) . These objects are born to interact with the core of the operating system 
in a completely different way. While the virtual machine uses an object called a "hypervisor" to run, 
the container has an innovative way of functioning. In fact, it runs as a kind of stand-alone 
"application" that simulates a virtual machine but is, in its essence, much but much lighter. To explain 
this with perhaps a simpler example, if I wanted to run the "coffee" application, with the virtual 
machine model I would have to load from the walls of the house to the stove in the kitchen, while with 


the container model it would be enough to load the mocha, water and coffee powder. 


Question: why would an end-user care about all this? The concept is simple: if it is true that everything 
has become lightweight and partially easy to implement, if a computer can make multiple operating 
systems work inside it, if resources can be used intelligently, what's stopping me from building a 
system at home, ? Laziness? Or the fact that, according to popular vulgate, the computer must be 


some sort of shiny toy suitable for performing tasks? The answer, as usual, lies in knowledge. 


A Penguin for a Friend 

In this book I have talked a lot, perhaps too much, about Linux. But Linux is not "42" 7), that is, the 
answer to life, the universe, and everything. If we exclude the fact that, nowadays, finding a tutorial(+g) 
becomes simple and straightforward through a simple web search, the basic principle that prompts me 
to recommend it as the main system for daily operations is, let's say, the "sharing of ideas." The whole 
open source movement, it is worth repeating, is first of all a community of people, and then, 


subsequently, a mode of thinking where ideas are exchanged, shared, improved. 
In terms of performance, Linux's leadership is still undisputed. More than 90 percent of super- 


computers in fact run on Linux kernel(+9) , almost all web and cloud services run on Linux. So why is 


it, in the personal computer field, not so popular? There are many reasons, but two 
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are the main ones. The first: the most popular programs are often proprietary programs and run on Mac 
and Windows platforms. The second: when a consumer buys a computer, he usually finds either 
Windows or Mac preinstalled, in defiance of every logical principle. Human beings are "biological 
algorithms" and as such are reluctant to change. One experience, however, that comes to the aid of 
those who are approaching this world are the so-called "Linux days," public discussion initiatives 
organized each year by Lug(+10) - linux user groups - in which the community takes action to do IT 


sharing and dissemination. 


We often hear that one of the shortcomings of this operating system, in the desktop field, is the so- 
called "fragmentation." Too many distributions similar to each other, too many desktop 
environments1) . That is translated: too many choices. But is this really a flaw or rather an 
advantage? Being able to choose, as far as I can remember, has never been a symbol of imperfection. 
Although Ubuntu seems to be on Distrowatch +12) almost always at the top of downloads, it is certainly 
not the only Linux available. There are distributions dedicated to media editing, distributions dedicated 
to gaming, distributions dedicated to dev-ops, distributions like Arch based on the KISS principle-keep 
it simple, stupid! -, distributions like Kali dedicated to penetration-testing+13) . In essence, everyone 
can create his own distribution. 


Just lose a little time on it, and try it. A lot. 


At a hackmeeting(+14) held in Bologna back in 2002, in one of the many lectures, he heard mentioned, I 
no longer remember by whom, something called "code democracy." It was said, "If I have a coin, you 
have a coin, and we exchange it, both of us will have a coin. If you have an idea, I have an idea, and we 
exchange them, we both will have two ideas. If you have a line of code, I have a line of code, and we 
share them, we both will have two lines of code." Sharing resources and sharing knowledge is exactly 


what is needed in a community where "individuals"-not "code"-trust each other. 


Moreover, if that were not enough, there is the fact that distributions such as Tails&=15) or Qubes are 
probably the "de facto" choice for all "whistleblowers," i.e., individuals who, like Chelsea Manning or 
Edward Snowden, want to be able to share confidential information while painstakingly protecting their 


anonymity. Nothing similar exists in the proprietary field. And perhaps this is not exactly by chance. 
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Raspberry oh my Raspberry 

As a teenager, one of the things I enjoyed doing most was going to landfills, retrieving broken 
computer parts, repairing them, re-assembling them, and mounting Linux on them. Seeing how a 
computer was composed inside, working on the boards with the soldering iron taught me a lot, 
especially about the importance of what I was handling. Each individual piece had its role as a kind of 
orchestra, and it was wonderful to see something that had not worked before put back together and 
ready to go back to work. When laptops arrived, I remember my wariness. I said to myself, 
"Computers will start to become like toys, and the smaller the devices get the harder it will be to repair 


them." I was right. 


Reduction in size, coupled with planned obsolescence, has, over time, turned technological objects into 
expensive tools whose workings are less and less understood and which also need to be changed often. 
Having done science teaching to elementary and middle school children for years, I had identified this 
as a "perception problem." And when I stood in front of my first Raspberry-Pi16) a few years ago, I 
was so excited about it that, being the Stem ambassador that I was, I decided to take it to schools 


associated with the "Astro-Pi" module. 


The Raspberry-Pi is nothing more than a single-board computer, as small as an ATM card, lightweight 
and expandable at will with various modules. It is an extraordinary platform for playing and 
experimenting, to be made, if it were ever possible, compulsory in schools, which are too directed to 
"doing" rather than "understanding." I have seen robotic arms structured around a Raspberry-Pi, remote 
control systems, Spectrum and Commodore64 emulators +17) , home automation systems, projects sent to 
the International Space Station. The historical moment therefore is propitious: learning has never been 


so much fun and so affordable. 


Paranoid Android 

Yes, Android is also open source, but Google is not exactly fond of privacy. The project was born, if 
you remember, as something experimental of which an SDK was provided to start developing 
applications. While buying an Android phone does not mean getting a completely open source system, 
the Android AOSP project 1g) still remains an open source project, and that has to be taken into 
account. On a phone running Android we also find something else. They are called Google Play 
Services(19) and they work as libraries for the applications you have on your phone. 


Everything is centralized by Google, and this, in the popular vulgate, would seem to be a certification 
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of security. But is this really the case? The amount of applications available on the store produced 
specifically to infect smartphones is still incredibly high and does not seem to be decreasing over the 
years. There is one well-tested method to verify the reliability of a program: having the source code 
available, being able to read it, being able to analyze exactly what it does. And only a few applications 
in the Play Store are open source +20) . Different versions are derived from "stock" Android, a bit like 
what happened on Linux with Debian and RedHat. The different flavors are called "custom ROMS," 
are open source, and you can freely download and install them on your phone. The most popular of 
these is certainly LineageOs&21) , second perhaps only to Paranoid Android, but evidently they are not 


the only ones: most are available for almost any device out there and are, moreover, extremely stable. 


One of the interesting things-perhaps the most interesting of all-is that by flashing through ADB 2) the 
operating system, you can avoid adding Play Services. This means that, in just a few steps, with a few 
tricks, you can essentially "de-google" your phone. Once you've done this, simply download F- 
droid23) , a free alternative to the better-known Play Store, and you will also migrate your smartphone 


to a free, ethical and completely open source choice. 


There isa Mammoth running around the room. 

In 2018, when the Cambridge Analytica scandal broke, there was a general flight from Facebook. Mark 
Zuckerberg's company was accused of not paying attention to privacy, profiling users, and essentially 
basing its business on metadata. The popular vulgate says that being online necessarily means being 
exposed to profiling. But this is not true: alternatives exist. In the same year that this was happening, a 
little gem was born: it was called ActivityPub{+24) , and it was an open, decentralized, structured 
protocol for connecting social platforms together. The idea was so revolutionary that the W3C 


consortium included it among the recommended web standards. 


Two years earlier, Eugen Rochko, a 26-year-old German programmer, fed up with the supremacy of 
Twitter and Facebook, decided to work on the source code of GNU-Social, the social network developed 
by the Free Software Foundation. He made it much more user-friendly, published the code on Github(+35) 
, and gave birth to a new software called "Mastodon." This was, historically, the first social network to 
adopt the ActivityPub protocol. Around it developed something called the "fediverse" +26) , i.e., an 


alternative social network that allowed, practically in a complete 
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replace all the most popular social networks. In fact, Mastodon presented itself as an alternative to 
Twitter and Facebook, Peertube to Youtube, Funkwhale to Spotify, Pixelfed to Instagram, Writefreely to 


Blogger, Lemmy to Reddit, and so on. All connected to each other, all interoperable. 


To better understand what we are talking about, something important needs to be explained: those 
listed are all open source software, and each "node" is a "decentralized instance" that can communicate 
with all the others. Thus, there is not just one Mastodon, but hundreds of Mastodon instances 
communicating with each other. This has allowed, over time, the creation of places with a focus on Igbt 
rights, others on open source, others on manga, political activism, poetry, and so on. In a very rare 


interview with the podcast "Nothing but the Toot"+27), Eugen Rochko stated: 


"I think the whole point of Mastodon is to be a tool that serves only your purpose. You are not used by 


it. [...] You are not interrupted by the best content. You only see what you want to see." 


So this is how the open source community had responded to surveillance capitalism: by working, 


playing, having fun, and participating in the development of something innovative. 


The Open Standards 

It was originally Google Talk and was based on the well-known open protocol XMPP. It could 
communicate with other platforms, be used by external programs such as Pidgin, use OTR to encrypt 
communications, and so on. One fine day, however, Google decided to migrate the platform to Google 
Hangouts where the communication system was no longer based on an open standard but had become 


proprietary, closed code, and you name it. Go trust Google(+38) . 


Open standards, trying to be as clear as possible, are "formats" freely usable by all without any license 
and developed by groups of experts recognized by the entire community through a public process. If 
we read carefully the definition given by the Free Software Foundation and the Open Source Initiative, 
we can see that they are, in some details, slightly different, but both agree on the two key points: 
universality and inter-operability. In a global system like the Internet, using open standards should 


always be a default choice. It should. 
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Let us, however, go to a concrete example. When Sun Mycrosystem bought the Star Division from its 
creator, it developed new software which sought to be the free alternative to Microsoft Office. After 
some time, Sun released some of that source code, making possible the emergence of a community that 
developed a fork called LibreOffice(+39) . It was at that time that developers posed the question of what 
formats conformed to the open source philosophy. Out of that public reflection came a format, an "open 


standard" called ODT, which today is the only one universally accepted by all office editors. 


My talk, however-you must be sick of it by now-is not meant to put the focus solely on high-tech 
companies, which certainly have their fair share of responsibility. The choice to write a document in a 
proprietary format and not in an open format, or to use a closed system instead of one that respects 
open standards, is all ours. In short, to get out of the impasse in which we find ourselves, we must also 
include the parameter "personal responsibility." It is the community that accepts, not the system that 


imposes. 


Analyzing machines 

In modern automation systems there is a program called an "agent" that acts like a "daemon" and 
scans, at very short time intervals, the machines for errors in the system. From a trivial error of lack of 
disk space or high cpu utilization, to perhaps more important errors such as a database malfunction, 
each error is logged and sent to so-called "monitoring tools" so that a system administrator can make 
an accurate analysis and if possible find a solution. The improvement of these items has been so 
sudden that, over time, the approach of system administrators has completely changed. Whereas years 


ago the reaction to an alert in primary severity was generally: 


"Tze. What more could that thing want to know than me setting up the system?" 


Today, however, the reaction has become something like this: 


"We need to check it out! Call the fire department!" 
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While it is certainly true that a machine can accomplish tasks in much less time than a human, it is also 
true, however, that this creates a small vicious circle. Humans creating machines to analyze machines, 
and humans trusting machines to analyze machines. What if the loss of empathy in our society is 
precisely because we tend to analyze and evaluate humans on the basis of performance instead of on 


the basis of their humanity? I have a very vague suspicion: I am afraid the answer is in the affirmative. 


Online or Onlife 

What does it mean to be alive within a world where hyper-connectedness reigns supreme? This is what 
Prof. Luciano Floridi and his research team at the European Union asked themselves with their study 
"The Onlife Manifesto" (+30) . In a freely downloadable document under a creative commons license+31) 
, the 13 panel members analyze various aspects of digital society, asking whether it was possible to 
rethink the concept of humanity and democracy, what meaning the concept of public space has taken 
on, what changes are needed to cope with the change from analog to digital, and above all what the 
word online means today when, in reality, we are all connected 24 hours a day without disconnection 


between the real and the virtual. 


For those of you who, like me, are over 30 years old, you will certainly remember the unmistakable 
sound that separated being online from being offline: it was that of the modem+3,) that converted the 
telephone signal into a digital signal. It was called the "whale sound," and it was so significant because it 


signaled, metaphorically, access to a world where anything could happen. 


Floridi in his analysis, tries to divide history into three stages. The first: the "prehistory" where there 
was no technology. The second: the "history" where technology began to exist and society depended 
solely on the provision of primary resources such as food, water and energy sources. 

In "hyperhistory," on the other hand-the third phase-technology became the fundamental source to 
which society procured and processed data and information, and on which it simultaneously became 
dependent. This is a fundamental shift since it also means that, in other words, one cannot escape from 
it and must begin to come to terms with it not only from a human point of view, but also from a 


political and philosophical point of view. Always quoting Floridi: 
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"Fifty years from now, our profigli may look at us as not so different from the way we look at the 
Amazon tribes today. It will still take a while to begin to understand the transformations we are going 


through, but mavbe it is time to start working on them." 


Our societies, our democracies, have become more and more like a grid of interconnected computers 
than a series of lines drawn on a map. Peoples and identities are no longer divided as in the past. That is 
why today it is more important than ever to establish new social rules. 

Through machines and interconnectedness, we have become no longer human but post-human. And the 


new algorithms to come will have to reflect our old and perhaps still analog humanity. 


Ethics and Open Source 

It was still 2018, and during the Trump administration, a humanitarian tragedy had just been triggered 
at the U.S.-Mexico border. ICE - Immigration and Customs Enforcement - a U.S. police department in 
charge of land control, was blocking and separating from their families more than 3,000 Mexican 
minors+33) Who, illegally, had attempted to cross the border between Mexico and the United States. 
Those apprehended were placed in detention centers where, according to Amnesty International 
reports, mistreatment and abuse of all kinds took place. Protests were huge and also came, 
unexpectedly, from the open source community. Chef, a kind of platform created to administer and 


manage multiple machines within the same system, made a commercial deal with ICE. 


Among the various popular tools that developers used to augment Chef's capabilities was one called 
Chef Sugar;+34) created by engineer Seth Vargo, and available under an Apache license. When it 
became known that the Chef company had made arrangements directly with ICE, Seth removed its 
source code from github, stating that he no longer wanted to take part in such a blatant violation of 


human rights as was being leaked by the media. 


An important piece had just been added: software responsibility and ethics. On the wave of that protest 
was born first the NoTechForICE movement;+35) and later something completely new: the "Hippocratic 
License" +36) . Based on the well-known Hippocratic principle "primum non nocere," the Hippocratic 


License was nothing more than a very but very imperfect attempt, 
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to rewrite the rules of the MIT open source license by including within it the ethical principle. It 


reads in fact: 


"Software may not be used by individuals, corporations, governments that are actively known to 


endanger, harm less mentally, socially or politically privileged individuals or groups" 


This, however, instead of solving the problem, added others. Was Hippocratic an open source license? 
Certainly not&#37) because it did not meet the standards of the definition of open source. Was it a fair 
license? Certainly not because it placed use stakes only if you endangered non-privileged groups or 
individuals. What happened if the lives of privileged individuals were endangered instead? Did 
software rights and ethics apply only to some and not to others? And most importantly, how could such 
volatile concepts as good and evil be introduced within a user license? In short, the doubts and 


uncertainties were many, but the discussion was finally open: open source alone was no longer enough. 


How could this happen 

I have been asking myself this question for a long time. I have been part of this community for more 
than 20 years now, and looking back, I remember very well that I got into it not because of the beauty 
of the source code but because of the beauty of the ideas that were put forward. The whole community 
that developed around Linux, and the open source movement it came from, gave meaning to what was 
being done. The "lugs" were a welcoming place to meet people, to learn, to exchange ideas, to dream 
of a better future. My soul is still in Genoa in that distant 2001 and those hackmeetings that brought 
together the best misfits -- yep, today they are called nerds -- that I have met in my life. When Redhat 
went commercial+3g), when Microsoft bought Github+39) , when the Linux Foundation showed its 
annual report from a Mac+40) , I wondered what had gone wrong. Perhaps open source had been 
embraced by everyone-corporations and non-corporations alike-simply because it was a more efficient 
model for doing business? After all, Google, Facebook and Amazon, just to name three random names, 
have embraced the open source model from the beginning and are not doing so badly. But what's 
wrong with doing business? Nothing, if only the wealth were redistributed. What's wrong with 


foraging metadata? Nothing, if only it were used for a decent purpose. 
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And at this point I hear the voice of my coder and sysadmin friends behind my back, "I'm just a 
programmer, I code, I do algorithms, I fix things, to each his own." Here, maybe that is no longer 
enough today. If the concept of personal responsibility certainly falls on the user-who by choosing or 
not choosing a product can make his or her own luck-the same concept should also fall on those who 
produce code. In a September 2020 conference, Tobie Langel, currently a consultant for the OSI 


Foundation, stated(+41) : 


"Nobody feels comfortable in these kinds of conversations. Most open source professionals come from a 
type of culture where the only thing that really matters is being able to brilliantly modify the code they 
develop." 


After all, it would be like asking Enrico Fermi not to participate in the Manhattan Project because that 
knowledge of his about nuclear energy could have helped destroy thousands of lives. But he was doing 


physics not politics. Or maybe the two are less disconnected than you might think? 


Now what? 

I remember long ago reading some thoughts that Aaron Swartz had posted on his blog. They were a 
series of articles describing the need for the web to have more systems like Wikipedia(+42) . Not just one 
then but many that would replicate his online experience. At the time I did not understand exactly what 
he meant. I thought: isn't one enough if it works well? Because I am slow in understanding, I did not 
come to it until 15 years later. Swartz was talking about two basic things: community and survival. 
While Wikipedia was certainly a brilliant example of how to build a community around a project, it 
was not a brilliant example of how to build a project from a community. It was, in other words, talking 
about a top-down system that, without a doubt, had always worked in human history, but which the 
Web also had-in its unwritten charter-an imperative to overcome. Wikipedia also represented a unique 
system: what to do if it collapsed? Where to start again? Hence the need, Swartz said, for more 


communities, more Wikis and more projects. 
And it is exactly on accountability that I would like to center these last excerpts of writing. Over the 


past few years, after the Cambridge Analytica scandals, the Snowden revelations, and the data released 


publicly by Wikileaks, an important debate has developed that has brought the arguments of the 
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online privacy finally in the limelight. Zuboff's book also helped outline the framework within which 
these changes have developed. The European Union also helped in understanding the phenomenon 
through the multidisciplinary study mentioned earlier. Then ethics came barreling into the open source 
environment with a discussion that, before then, was considered heresy. What is happening? Is 


anything really changing? 


When I opened my account on Mastodon;+43) about 3 years ago, on a stampede from Facebook, I began 


to meet so many great people I had read and been inspired by in the past. 


Aaral Balkan44) for example, as he calls himself a "cyborg-activist," has been banging on the same 
point for years: there is a need for the community to work on and incentivize the development of the 
"small web" as opposed to the one made by the IT giants. The small web, as small and personal, can be 
run by individuals and not by companies, and as such can afford the "luxury" of meeting high standards 
of privacy, security and ethics. But carving out a serene niche where everything works is an alternative 
already seen in the past. We also need to act on policy, on regulators, otherwise it is just a sterile game 


of building a pretty, rainbow-colored new bubble. 


Cory Doctorow on the other hand - science fiction writer, activist, blogger and podcaster - pushes his 
heart over the hurdle. In his latest book, "How to Destroy Surveillance Capitalism®8 " he proposes 
breaking up the bigtech monopolies to restore a balance between those who create the network - 
programmers, administrators, developers and, in general, IT companies - and among those who use the 
network. This would, from his point of view, prevent the various Google, Amazon, Facebook and so on 
from having monopolistic control over metadata, which is currently centralized and in the hands of a few 
hubs. But all it would take to do this would be militant activism by conscious users, who "know how to 
choose" and who do not "get chosen," who collaborate in the formation of a new and free Internet, who 
do not passively succumb to the allure of the new application of the moment. This is where 
decentralized systems win out over centralized ones: each individual makes his or her own personal 


choices, integrates them, collaborates, improves and enriches the whole system. 
We must, in short, go down a road that has two bifurcations, however. The first: the community must 


develop and propose new alternatives based on open source, privacy, open standards, decentralization 


and creative commons. The second: policy must take up this demand from the 
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militant base and implement change at the legislative level. We now have about 50 million connected 
objects on the Internet communicating with each other, 4 billion registered users(+45) and about 42 


terabytes of data exchanged. This new digital revolution today can no longer be postponed. 
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Poster 


The Internet is like democracy: for it to remain free, we need to fight every day. 


We need to promote security protocols that protect the privacy of end users. 
It needs the open source community to open up to the lay world. 
Need to promote open standards and creative commons. 

It takes personal responsibility and knowledge. 

IT disclosure is needed. 


It needs courage. It 


needs politics. 
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GLOSSARY 


algorithm : sequence of operations used to solve a problem 

anarchy : ideology based on individual freedom - opposed to preestablished power 
apache : open source licensed web server 

api : piece of code that allows two platforms to communicate with each 

other arpanet : global communication system - for military use - pre- 

internet backup : data backup system - usually done on external storage 

basic : one of the first programming languages 

bbs : central servers to connect to in order to use services - internet before www blog : 
weblog - online journal 

web browser : computer program designed for browsing the internet c : 

programming language 

chat : communication system between users realized through different protocols 

citizen science : participatory system of scientific data collection through community of enthusiasts net 
neutrality : independence of ideas on the internet 

cms : web content creation tool 

community : community - often used to describe a group of people on the internet 
computer : electronic processor 

console : command interface via terminal 

cookies : tracking system through a communication system between website and web browser 
copyright : practice created to prevent distribution and modification of proprietary material 
copyleft : practice created to distribute and modify material without a proprietary license 
crosslink : reciprocal linking between websites 


cut & paste : copy & paste, often used in the sense of no verification 
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cyberpunk : subgenre of science fiction - technological and dystopian future 
cypherpunk : movement coming from cyberpunk focused on respect for privacy dark 
web : hidden part of the internet, accessible through special software 

dark web : deep part of the deep web 

database : system for storing and extracting data in logical structures 

dataism : technological society based on the use of metadata 

deep web : web not indexed by search engines dystopia : 

opposite of utopia - highly negative 

dotcom : jargon used to describe companies that operated on the Internet in the early 2000s e- 
mail : system for sending and receiving electronic mail 

exif : metadata contained within a digital image fft : fast furier 

transform - mathematical algorithm 

file : container of data in digital format available in different extensions 

filter bubble : constant access to the same sources of information 

forum : online platform for discussions - on the web 

free software : computer program released under open source license 

freenet : network in the dark net - see deep web and dark web 

ftp : file exchange protocol 

geek/nerd : used to identify people interested in technology topics gnu/linux : operating 
system based on the linux kernel 

gopher : terminal internet browsing - internet before www gui : 

graphical user interface - graphical interface 

hacker : passionate person who likes to delve into a topic in detail hard disk : hard 
drive where machine data reside 

hardware : electronics with which any electronic object is composed 

high-tech : advanced technology, often used in association with company 

html : programming language 

12p : network in the dark net - see deep web and dark 

web iaas : interface as a service 

internet : global communication system - for civilian use 

interpreter : executor of operations from a given programming language irc : protocol used for 


chatting in rooms and channels 


11l 


Java : programming language javascript : 

programming language 

kernel : core of the operating system intended to command all machine processes 
laptop : laptop computer 

leak : leak - technical jargon for a leak linux : kernel derived 

from unix - see the entries kernel and gnu/linux 

linux live : particular linux distribution that does not save data to the hard disk 

lisp : programming language 

mailing list : online platform for discussions - via email 

metadata : set of data from other data and structured hierarchically 

search engine : complex system of storing and extracting data from the web surface 
mysql : open source licensed database 

news feed : used to describe the system of updates from rss sources newsgroup : similar to 
email but with ability to send and receive to a group of addresses newsletter : electronic 
system of communication through email 

nickname : identifying name mainly used online offline : not 

online - off the internet 

onlife : term coined to represent the tendency to live on the internet online : 

on the net - on the internet 

open access : system of free use and distribution of content open 

publishing : see open access 

open source : open source code sharing system oracle-db : 

database produced by oracle company 

p2p : peer to peer - infrastructure with peer to peer data 

exchange paas : platform as a service 

paper : paper - term often used in the sense of scientific publication perl : 
programming language 

personal computer : desktop computer 

php : web-based programming language under open source license 

podcast : audio content distributed on the web 


policy : rules present in a given community 
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port : tool through which systems communicate through certain protocols postgresql : 
open source licensed database 

privacy : confidentiality - term given in analogy with online security 

profiling : profiling of users through metadata 

prosumer : user who uses and provides content on the internet 

protocol : type of communication carried out between different 

systems python : programming language 

rss : web content distribution format saas : 

software as a service 

server farm : closed places where server computers are contained 

operating system : hardware and software management system responsible for running the machine 


website : computer structure containing a web server navigable through a browser 
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